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INTRODUCTION

1. Introduction

This section presents a brief overview of 4x MCIO (PCIe Gen5 x8 per
MCIO) NVMe Hardware RAID adapters, PCle Gen5 x16 ARC-1689-321I.

1.1 Overview

ARC-1689-32I presents the advanced hardware RAID technology in
enhanced performance of using 4 MCIO[x8] Gen5 x4 NVMe de-
vice interface.This is designed in a PEX98048 48 lanes PCle Gen5
switch, high performance RAID engine and PCle Gen 5.0 host/de-
vice interface and supports AIC mode or hardware RAID levels 0O,

1 (Simple/Multi-Mirroring), 10, Single Disk (Single/Dual/Triple) or
JBOD, allowing customers to build the high bandwidth, low-latency,
scalable, cost-effective, and robust performance storage for ML/AI,
HPC and enterprise applications.

NVMe Performance Gains for Fast Data

Based on the Broadcom’s 48-Channel PEX89048 switch chip to
provide x16 lanes of dedicated PCIe Gen 5.0 upstream bandwidth
and x4 lanes of dedicated downstream bandwidth to each device
interface, ARC-1689-321 NVMe RAID adapter raises the standard to
higher performance levels with several enhancements including a
new high performance RAID engine, outstanding performance PCle
Gen 5.0 host and PCIe Gen 5.0 (NVMe) interface bus interconnec-
tion. ARC-1689-32I provides an extremely fast, reliable, and ultra-
compact solution for companies that need storage, is especially de-
signed and featured in the accelerated computing, ML/AI, HPC and
enterprise applications. This RAID adapter can back up to 8 NVMe
on just one PCle adapter, increasing the capacity/speed as more
NVMes are added to it. ARC-1689-321 supports both up to 8x4,
16x2, 32x1 NVMe SSD connetion and combines them on a RAID
adapter to maximize I/O performance for database applications
and streaming digital media environments. A detriment of soft-
ware RAID is the consumption of expensive compute and memory
bandwidth on the host. The ARC-1689-321 hardware RAID relieves
the RAID function burden from the host and maximize application
processing performance.
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Guaranteed Data Protection

In Areca’s high-performance RAID solution, ARC-1689-32I brings
PCIe NVMe to a superior performance hardware RAID at an el-
evated throughput, high IOPs and a low latency. It supports the
hardware RAID levels 0, 1(Simple/Multi Mirroring), 10, Single
Disk(Single/Dual/Triple) or JBOF. ARC-1689-321 hardware secure
boot helps ensure that the firmware code running on ARC-1689-
32I hardware platforms is authentic and unmodified.The “Security
Function” on the firmware supports Self-Encrypting Disks (SED)
for protection of data against loss or theft of SEDs. Protection is
achieved by the use of encryption technology on the NVMe drives.
During the adapter firmware upgrade flash process, it is possible
for a problem to occur resulting in corruption of the controller
firmware. With our redundant flash image feature the adapter will
resertback to the last known version of firmware and continue op-
erating. ARC-1689-32I RAID adapter has included several innova-
tive features, including true surprise add and removal, Downstream
Port Containment and Read Tracking, which can avoid typical situ-
ations that would cause a kernel panic or blue screen event.The
firmware can monitor and check the current attached device sta-
tus. It includes slot control capabilities, slot link status, transaction
error count reports and device information. User can use it to test
new designs or watch over active systems to prevent problems.

Maximum Interoperability

ARC-1689-32I RAID adapter enables support for maximum interop-
erability using standard system UEFI secure boot and OS in-box
NVMe driver. The in-box plug-and-play function can automatic
installation of the best-matched driver and no user intervention re-
quired for driver media insertion. The ARC-1689-32I RAID adapter
supports broad operating system including Windows, Linux (ker-
nel 3.10 or later), FreeBSD, Mac and more, along with key system
monitoring features such as enclosure management and SNMP
function. Our products and technology are based on extensive test-
ing and validation processes, optimizing ARC-1689 series adapter
in field-proven compatibility with operating systems, motherboards,
applications, and device drivers.

Intuitive RAID Management

10
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The McBIOS RAID is a BIOS based utility used to simplify configu-
rations and manage RAID adapter via hot keys at M/B BIOS boot-
up screen. User can also configure, deploy, update, and monitor
the ARC-1689-32I via the GUI from on-board lan port. Custom-
ers can launch the firmware browser based McRAID GUI through
ArcHttp proxy server or on-board lan port. Additionally, Areca Arc-
SAP storage manager allows the user to scan multiple RAID units
in the network and perform GUI management operations across
multiple RAID units.

1.2 Features

Adapter Architecture

e PEX89048 Gen5 48 lanes switch/High-performance RAID engine

e PCIe Gen 5.0 x16 lane host interface

e Connection for up to 8x4, 16x2 and 32x1 NVMe SSD connect
via direct cable or back/mid-plane

e Support 4x MCIO (PCle Gen5 x8 per MCIO)

e Hardware secure boot

e Multi-adapter support for large storage requirements

¢ Delivers 64GB/s bandwidth & sustained transfer speeds up to
60GB/s

e Support SFF-9402 compliant connector pin-out

e Support for UEFI secure boot

¢ Redundant flash image for controller availability

e Support backplanes based on the SFF-TA-1005 specification
(UBM) and VPP

RAID Features

e RAID levels 0, 1, 10, Single Disk (Single/Dual/Triple) or JBOD
e Multiple RAID selections

¢ Online Array roaming

¢ Online RAID level/stripe size migration

e Online Capacity expansion/RAID level migration simultaneously
¢ Online Volume set growth

e Instant availability and background initialization

e Support global and dedicated hot spare

e NVMe-RAID TRIM support for Host

e Support NVMe S.M.A.R.T command

e SSD automatic monitor clone (AMC) and disk clone function

e SED support for hardware NVMe encryption capable drives

11
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e Flexible reconfiguration downstream station port widths: x1, x2,
x4, x8, and x16 using GUI interface (update to ARC-1289-321
firmware package)

Monit / Notificati
e System status: LED, LCD/I?C connector and alarm buzzer
e SMTP support for email notification
e Bracket LED for each NVMe activity/fault status
e SNMP support for remote manager
e Support slot link control capabilities, link status and error count
monitoring

e RAID setup utility via firmware built-in EFI Shell (UEFI OS)

e Web browser-based McRAID storage manager via Archttp utility
e Support command-line interface (CLI)

e API library for developers to design their own utility

¢ Single Admin Portal (ArcSAP) storage manager

e Support Out-of-Band management via Lan port & PCle VDM

e Support push button and LCD display panel (optional)

e Windows 10/11 / Server2025 /2019 /2016

e Linux (kernel 3.10 or later)

e FreeBSD

e macOS (one zoned Namespace and out-of-band management)
Note:macOS (Areca driver for multi-volumes and in-band

management)
Model Name ARC-1689-321
PCIe Switch PEX89048 Gen5 Switch/High-Performance RAID Engine
Host Bus Type PCIe 5.0 x 16 Lanes
Device Connector 4x MCIO (PCIe 5.0 x8 per MCIO) Connector
Form Factor (L x H) LP-MD2 : 64.41(H) x 167.65(L) mm
RAID Level 0, 1, 10, Single Disk (Single/Dual/Triple) or JBOD.
Device Driver In-Box(Native) NVMe driver
Management Port In-Band: PCIe/Out-of _band:Lan Port
Power Consumption Approximately 18 Watts

12
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2. Hardware Installation

This section describes the procedures for installing the ARC-1689-321
RAID adapters.

2.1 Before You First Installing

Thanks for purchasing the RAID adapter as your RAID data storage
system. This user manual gives simple step-by-step instructions
for installing and configuring the RAID adapter. To ensure personal
safety and to protect your equipment and data, reading the follow-
ing information package list carefully before you begin installing.

Package Contents

If your package is missing any of the items listed below, contact
your local dealers before you install.

e 1 x ARC-1689-32I switch adapter with full-height profile bracket
in an ESD-protective bagin
e 1 x Low-profile bracket

System Requirement

The ARC-1689-32I1 NVMe RAID adapter can be installed in an uni-
versal PCle slot and requires a motherboard that:

ARC-1689-321 NVMe RAID adapter requires:

e Comply with the PCIe 5.0 x16 lanes
It can work on the PCle 5.0 x1, x4, x8, and x16 signal with x16
mechanical slot M/B.

e Backward-compatibe with PCle 3.0/4.0

Installation Tools

The following items may be needed to assist with installing the

ARC-1689-321 NVMe RAID adapter into an available PCIe slot.

e Small screwdriver

¢ Host system hardware manuals and manuals for the disk or
enclosure being installed

1
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HARDWARE INSTALLATION
2.2 Board Layout

The ARC-1689-321 offers 4x MCIO (PClIe 5.0 x8 per MCIO connec-
tors). This section provides the board layout and connector/LED for
the RAID adapter.

2.2.1 Top View Connectors

The following figure shows the key connectors of the ARC-1689-

|
] P1 &g °
o Quadl 2} ol lo Quadl Quadz o m | ﬁ
o © TSI © || o MR o 2 &
AT TR AT O § |
12 3
LEG3 SCH4 SNz i ;
(=)
LEDZE |l oo
@
LE02 i

2 Quadl o

o
1
O,
@71
—‘_ﬂm]ﬂ!]l]ﬂI[ﬂ]l]ﬂﬂ]]Il]l][[[[l[[]l]l][[[[[ﬂ]iﬂ[ﬁ]]]]]ﬂ[lﬂl[ﬂ]]l][[[l]]l]l][lﬁﬂI[[E]I][[[{[II]"[Ii
Components Description Type
1. (J1) I12C/LCD Control Function 7-pin Header
2. (IP1) Fan Connector 2-pin Box Header
3. (SCN1)~(SCN4) 1. 4x MCIO[x8] (Dedicated PCIe 5.0 | MCIO[x8]
x8 per MCIO) for PCIE Device Connector
2. A MCIO [x8] includes two quads
(Quad1 and Quad?)
4, (LED1), (LED2), SCN 1 ~ 4 Activity/Fault NVMe SSD | Dual-Color LED
(LED3), (LED4) LED for directly attach to adapter
5. (32) Manufactor Reserved 12-pin Header
6. (J7) Lan Port RJ45

Table 2-1, ARC-1689-321 Components
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The following table is the activity/fault LED status behavior.

LED Status Indication

Green LED |Off There is not any I/0 activity on that NVMe
(Activity) SSD.

On (10 times/sec.) There is a I/O activity on that NVMe SSD.
Red LED Off This NVMe SSD is present and status is
(Fault) normal.

On (6 times/ sec.) Adapter is identifying this NVMe SSD.

On (1 time/ sec.) This NVMe SSD has failed and should be

swapped immediately.

2.2.2 Connector Physical-to-Logical Mapping

The following table shows the ARC-1689-321 RAID adapter’s physi-
cal connector to logical connector mapping as viewed from manager
interface, when used with the web-browsered manager. The RAID
adapter uses x8 MCIO connectors. Each connector is segregated into
quads and mapped accordingly.

Physical Connector-to-Logical Connector Mapping

Downstream Station | Adapter Label Tool Mapping Port Number
#2 . SCN1(CNT#1) Quad1 0~3
grg:-:;i Zglsglvslr::es Quad2 an7
into a station.) SCN2(CNT#2) Quadil 0~3
Quad2 4~7
#1 SCN3(CNT#3) Quad1 0~3

(The PCIe switch

groups 16 PCIe lanes Quad2 4a~7
into a station.) SCN4(CNT#4) Quadil 0~3
Quad2 4n~7

2.2.3 MCIO Connector

Mini Cool Edge (MCIO) Connectors offer increased flexibility by
providing multiple circuit options and meet PCle standards up

to PCIe Generation 5 with high-speed data transmission rates.
The following table defines the adapter’s internal x8 MCIO con-
nector (PCle 5.0 x8 per MCIO connectors) pinouts. The adapter
follows the SFF-9402 standard for connector sideband signal as-
signments. Each x8 connector includes eight PCle transmit and
receive lanes, and two sets of sidebands designated as A and B,
in accordance with the SFF-9402 specification.The following table
defines the ARC-1689-321 MCIO connector pin definition.
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(SCN1)~(SCN4)
Defined IO

MCIO x8 Connector Pin Definition (SFF-TA-1016)

Pin Name Name Pin
Al GND BND B1
A2 PERPO PETPO B2
A3 PERNO PETNO B3
A4 GND GND B4
A5 PERp1 PETP1 B5
A6 PERN1 PETNn1 B6
A7 GND GND B7
A8 PA_AUX_3V3 MCIO_SCL_A B8
A9 N/C MCIO_SDA_A B9
A10 GND GND B10
All MCIO_CLK_A_Dp |PERSTNA_A_L3V3 B11
A12 MCIO_CLK_A_Dn PA_CBL_DET B12
A13 GND GND B13
Al4 PERp2 PETp2 B14
Al5 PERN2 PETn2 B15
Al6 GND GND B16
A1l7 PERp3 PETp3 B17
A18 PERN3 PETNn3 B18
Al19 GND GND B19
A20 PERp4 PETp4 B20
A21 PERN4 PETn4 B21
A22 GND GND B22
A23 PERp5 PETp5 B23
A24 PERN5 PETN5 B24
A25 GND GND B25
A26 PB_AUX_3V3 MCIO_SCL_B B26
A27 N/C MCIO_SDA_B B27
A28 GND GND B28
A29 MCIO_CLK_B_Dp |PERSTNB_B_L3V3 B29
A30 MCIO_CLK_B_Dn| PB_CBL_DET B30
A31 GND GND B31
A32 PERp6 PETp6 B32
A33 PERN6 PETn6 B33
A34 GND GND B34
A35 PERp7 PETp7 B35
A36 PERN7 PETn7 B36
A37 GND GND B37
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2.3 Installation

Use the instructions below to install a ARC-1689-321 RAID adapter.

Step 1. Unpack

Unpack and remove the RAID adapter from the package. Inspect
it carefully, if anything is missing or damaged, contact your local
dealer.

Electrostatic Discharge

Static electricity can cause serious damage to the electronic components
on this switch adapter. To avoid damage caused by electrostatic discharge,
observe the following precautions:

¢ Do not remove the switch adapter from its antistatic packaging
until you are ready to install it into a computer case.

e Handle the switch adapter by its edges or by the metal mount
ing brackets at its each end.

e Before you handle the switch adapter in any way, touch a
grounded, anti-static surface, such as an unpainted portion of
the system chassis, for a few seconds to discharge any built-up

static electricity.
Step 2. Power PC/Server Off

Turn off computer and remove the AC power cord. Remove the sys-
tem’s cover. For the instructions, please see the computer system
documentation.

Step 3. Install the NVMe RAID Adapters

To install the NVMe RAID adapter, remove the mounting screw and
existing bracket from the rear panel behind the selected PCle slot.
Align the gold-fingered edge on the card with the selected PCle
slot. Press down gently but firmly to ensure that the card is prop-
erly seated in the slot, as shown in Figure 2-7. Then, screw the
bracket into the computer chassis. ARC-1689-321 adapters require
a PCIe 5.0 x16 slot for better performance.

L]
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PCle 5.0 x 16

Figure 2-3, Insert into a PCIe Slot

Step 4. Mount the NVMe Drives

You can connect the NVMe drives to the adapter through direct
cable and backplane solutions.

(1). In the direct connection:

The NVMe drives are directly connected to NVMe RAID adapter
PHY port with proper cables. The NVMe RAID adapter can
support up to 32 PHY ports. Remove the front bezel from the
computer chassis and install the cages or NVMe drives in the
computer chassis. Loading drives to the drive tray if cages are
installed. Be sure that the power is connected to either the
cage backplane or the individual drives.

(2) In the backplane solution:

The NVMe drives are directly connected to system backplane
or through a PCIe switch on the backplane board. The number
of NVMe drives is limited to the humber of slots available on
the backplane. .
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Step 5. Install Storage Connection Cable

The adapter has four x8 MCIO connectors. Each x8 connector
provides two sets of SFF-9402 standard sidebands. It supports
both the industry standard SFF-TA-1005 Specification for Univer-
sal Backplane Management (UBM) and maintains Virtual Pin Port
(VPP) backplane management for legacy implementations.Choose
the proper cable for the given backplane type and connectors.
Connect the MCIO connector of the adapter to the backplane or
NVMe SSD via the proper cable.

For backplane connector supporting, please refer to the system
backplane manual and choose the proper cable from backplane
storage cables for installation.

The following diagrams show how to cable a NVMe RAID adapter
to the SFF-8612 connector backlplane or 8 bays M.2 drive cadge.

_PCle 5.0 x16

Figure 2-4, Connecting to NVMe Backplane
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Figure 2-5, Connecting to NVMe Cadge

Step 6. Power up the System

Thoroughly check the installation, reinstall the computer cover, and
reconnect the power cord cables. Turn on the power switch at the
rear of the computer (if equipped) and then press the power button
at the front of the host computer.

Step 6. Install the Adapter Driver

The ARC-1689 NVMe RAID adapter goes with any standard Win-
dows (10 or above), Linux(Kernel 3.10 or above), FreeBSD or
VMware in-box NVMe drivers, no driver installation needed. You do
not need a special driver to install the OS or data on the ARC-1689.
In-box driver is a native driver that is supplied with the Operating
System.

Step 7. Install ArcHTTP Proxy Server
The RAID adapter firmware has embedded the web-browser

McRAID storage manager. ArcHTTP proxy server will launch the
web-browser McRAID storage manager. It provides all of the cre-

1
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ation, management and monitor NVMe RAID adapter status. Please
refer to the Chapter 5 of the user manual for the detail ArcHTTP
Proxy Server Installation.

Step 8. LAN Port Connection (Optional)

The ARC-1389-32I base switch adapter supports Ethernet port
management and monitoring.The ARC-1389-321I base switch adapt-
er has embedded the TCP/IP & web browser-based manager in the
firmware. User can manage the adapter via standard web browsers
directly connected to the RJ45 Ethernet port. Connect 10/100Mbit
Ethernet port of the adapter to a Ethernet port or Ethernet switch.
Refer to next section, Web Browser-based Configuration, for the
detail.

LAN Port for
Switch Manager

Step 8. Configure Volume Set

The RAID adapter configures RAID functionality through the Mc-
BIOS RAID manager. Please refer to Chapter 3 of the user manual,
McBIOS RAID Manager, for the detail. The RAID adapter can also
be configured through the McRAID storage manager with ArcHTTP
proxy server installed or through on-board LAN port and LCD mod-
ule (refer to LCD manual). For McRAID storage manager option,
please refer to Chapter 6 of the user manual, Web Browser-Based
Configuration.

2.4 Serial Interface Bus

The serial interface connector can add optional accessories to add

RAID adapter more functions. You can connect this interface to

Areca LCD module for information, status indication, or menus or
|
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adapter LED indicator for status message. This interface can also
cascade to another Areca serial bus accessories for the additional
status display.

The following picture and table are the serial bus signal name de-
scription for LCD & fault/activity LED.

+5V ‘
Hh——— |

1 2
LCD 12C INT e ACS 12C INT
g3 4D
LCD DATA q 5 6 - KEY
ACS DATA d7 g P LCD CLK

HEADER 4X2-NC4

M2AAR

Pin Description Pin Description
1 Power (+5V) 2 GND
3 LCD Module Interrupt 4 Protect Key
5 LCD Module Serial Data 6 Fault/Activity Clock
7 Fault/Activity Serial Data 8 LCD Module Clock

Table 2-3, Areca Serial Bus Pin Definition

ARC-1689-32I RAID adapter supports one optional LCD front panel
and keypad function to simply view RAID adapter information
without any RAID/Volume creation function. The LCD status panel
also informs user of the disk array’s current operating status ata
glance. The LCD configuration is described in a separate manual:
RAID Card_LCD manual. The LCD housed in a 5%-inch half-height
or 3.5-inch canister.

LCD/PC Modual Connector

CON1 CON1
8-pin G=pin
connector connector

ARC-1035

ARC-1009

Figure 2-6, Connect to LCD Status Panel
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2.5 Failed Drive Replacement

The RAID adapter supports the ability of performing a hot-swap
drive replacement without powering down the system. A disk can
be disconnected, removed, or replaced with a different disk without
taking the system off-line. The RAID rebuilding will be processed
automatically in the background. When a disk is hot swap, the
RAID adapter may no longer be fault tolerant. Fault tolerance will
be lost until the hot swap drive is subsequently replaced and the
rebuild operation is completed.

2.5.1 Recognizing a Drive Failure

A drive failure can be identified in one of the following ways:
1. An error status message lists failed drives in the event log.
2. A Red (Fault) LED illuminates on the bracket LED of RAID
adapter if drives are failed.

2.5.2 Replacing a Failed Drive

With RAID adapter drive tray, you can replace a defective physical
drive while your computer is still operating. When a new drive has
been installed, data reconstruction will be automatically started
to rebuild the contents of the disk drive. The adapter always uses
the smallest hotspare that “fits”. If a hotspare is used and the de-
fective drive is exchanged online, the new inserted NVMe SSD will
automatically assign as a hotspare NVMe SSD.

2.6 Summary of the installation

The flow chart below describes the installation procedures for NVMe
RAID adapters. These procedures include hardware installation, the
creation and configuration of a RAID volume through the McBIOS/
McRAID manager, OS installation and installation of NVMe RAID
adapter software.
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Chapter 6
.
Ethernet Port P | Launch McRAID
’ Storage Manager
- - Fa LY — L =
Chapter 2 | Chapter 3 Chapter 4 | Chapter 5 |
Creale Bootable * Install O5fDevice
Insatall Controllers * or Driver on Boolable }:{?:;I Q:r:‘et:p *
Data RAID Volume RAID Volume Set
sy Using McBIOS or
RAID Manager Install Device Driver
i 4 on Exisling 05
b -
SAP Utility
Install SAF Monitor
[Windows Version)

The table below shows the software components that configure and
monitor the RAID adapters.

Configuration Utility Operating System Supported
McBIOS RAID Setup Utility 0OS-Independent
McRAID Storage Manager _
(Via Ethernet port) 0OS-Independent
McRAID Storage Manager . .
(Via ArcHTTP proxy server) Windows, Linux, FreeBSD and macOS
ArcHTTP Proxy Server Windows, Linux, FreeBSD and macQOS
CLI Utility Windows, Linux, FreeBSD and macOS
ArcSAP Windows and macOS

McRAID Storage Manager

There are two ways to launch McRAID storage manager on the
ARC-1689-321 NVMe RAID adapter: in-band PCle host bus in-
terface or out-of-band built-in LAN interface. Before launching
the firmware-embedded web browser, McRAID storage manager
through the PCle bus, you need first to install the ArcHTTP proxy
server on your server system. If you need additional information
about installation and start-up of this function, see the McRAID
Storage Manager section in Chapter 6 of the user manual.

ArcHTTP Proxy Server

ArcHTTP has to be installed for GUI RAID console (MRAID storage
manager) to run. It is used to launch the web browser McRAID
storage manager. It also runs as a service or daemon in the back-

1
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ground that allows capturing of events for mail and SNMP traps no-
tification. If you need additional information about installation and

start-up of this function, see the ArcHTTP Proxy Server Installation
section in Chapter 5 of the user manual.

CLI Utility

CLI (Command Line Interface) lets you set up and manage RAID
adapter through a command line interface. CLI performs many
tasks at the command line. You can download CLI manual from
Areca website https://www.areca.com.tw.

Single Admin Portal (ArcSAP) Monitor

This utility can scan and manage multiple RAID units in the local
and remote systems and provide an effective mechanism to con-
figure and monitor your RAID units. For additional information,
see the utility manual (ArcSAP) from the web site https://www.
areca.com.tw.
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3. McBIOS RAID Setup Utility

Support for UEFI boot, the Bootable RAID volumes must be created
before an OS can be installed. The McBIOS RAID setup utility is de-
signed to be user-friendly. It is @ menu-driven program, residing in
the firmware, which allows you to scroll through various menus and
sub-menus and select among the predetermined configuration options.
This section explains how to launch the McBIOS RAID setup utility to
configure your RAID controllers that the installed motherboard ‘BIOS
Mode’ is UEFI.

3.1 Starting the McBIOS RAID Setup Utility

The McBIOS RAID setup utility is designed to be user-friendly. It is
a menu-driven program, residing in the firmware, which allows you
to scroll through various menus and sub-menus and select among
the predetermined configuration options. This section explains how
to launch the McBIOS RAID setup utility to configure your RAID
controllers that the installed motherboard ‘BIOS Mode’ is UEFI.

M/B BIOS mode: UEFI and CSM (compatibility support module)
option = disabled

ARC1689FIRM.BIN code creates a virtual bootable disk (UEFI OS)
for the ARC1689UEFI.BIN code to launch the McBIOS setup utility.
When user chooses to boot from the virtual disk in M/B setup, the
McBIOS setup utility is launched through boot into UEFI OS during
M/B boot. Follow below procedures to launch it.

a). Add RAID controllers "UEFI OS(Areca A....)" in the M/B boot
option: You must enter the setup of motherboard BIOS and add
UEFI OS to the boot option if your motherboard BIOS does not
automatically add it.
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| AMI Virtual CDROMO 1.00
| UEFI: Built-in EFI Shell

|
UEFI O NVMe #6700 ARC-1689 |

' NVME #6700 ARC-1689
| Enter Setup

A and v to move selection
Enter to select boot device
ESC to boot using default

b). Restart your motherboard to boot from UEFI OS. The mother-
board vendors provide two methods for choosing a boot device:

Enter boot menu by using hotkey or enter boot menu through

BIOS configuration.

Note: N

UEFI OS is not loaded when setting the ‘Secure Boot’
option=enabled in M/B BIOS setup.

c). When booted, the McBIOS RAID setup window appears showing
the main menu of the RAID controllers that are installed in the
system. If there have more than two RAID adapters installed
in the system, it will show a selection for user to choose one to
configure the RAID adapter.McBIOS setup utility operates upon
a single RAID controller at a time. A selection dialog box listing
the RAID controllers that are installed in the system.

<.« Areca Technology Corporation RAID Setup <V1.56, 2012/12/24> ., .

Select An Adapter To Configure

001/ 0/0) 1/0=28000000h, IRQ =9
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Use the Up and Down arrow keys to select the controller you
want to configure. While the desired controller is highlighted,
press the Enter key to enter the main menu of the McBIOS
RAID setup utility.

<<<<<<< Areca RAID Setup Utility V1.00 (c opynghl 2006 [F10-Exit] >>>>>>>

I" "Main Menu

Quick Volume/Raid Setup
Raid Set Function

Volume Set Function
Physical Drives
Raid System Function

Ethernet Configuration ~VariTy PassTar
Alert by mail config [ "Veérify Password™ 7]

View System Events
Clear Event Buffer
Hardware Monitor
System information

|
|
|
| More System Functions
|
|
|
|

d). Follow the on-screen prompts to complete the configuration.
After using “F10” to exit, you can enter “ shell>exit” or need to
hard power cycle it.

e). Enter the setup of motherboard BIOS to disable or adjust UEFI
OS in the boot option priorities if it is the first priority of overall
boot order. Otherwise the system will always boot into UEFI OS
without using the hotkey.

Note: N

The manufacture default password is set to 0000;
this password can be modified by selecting Change
Password in the Raid System Function section.
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3.2 McBIOS RAID Setup Utility

The McBIOS RAID setup utility is firmware-based and is used to
configure RAID sets and volume sets. Because the utility resides in
the NVMe RAID adapter firmware, operation is independent of any
operating systems on your computer. This utility can be used to:

¢ Create RAID sets.

e Expand RAID sets.

¢ Define volume sets.

e Modify volume sets.

e Modify RAID level/stripe size.

e Define pass-through disk drives.
¢ Host DirectIO disk drives.

e Modify system functions.

¢ Designate drives as hot spares.

3.3 Configuring Raid Sets and Volume Sets

You can configure RAID sets and volume sets with McBIOS RAID
setup utility automatically. Using “"Quick Volume/Raid Setup” or
manually using “Raid Set/Volume Set Function”. Each configuration
method requires a different level of user input. The general flow of
operations for RAID set and volume set configuration is:

Step Action
1 |Designate hot spares/pass-through drives (optional).
Choose a configuration method.
Create RAID sets using the available physical drives.
Define volume sets using the space available in the RAID set.

Initialize the volume sets and use volume sets (as logical drives) in the
host OS.

gajhjlwlnN
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3.4 Designating Drives as Hot Spares

Any unused disk drive that is not part of a RAID set can be desig-
nated as a hot spare. The “Quick Volume/Raid Setup” configuration
will add the spare disk drive and automatically display the appro-
priate RAID level from which the user can select. For the “Raid Set
Function” configuration option, the user can use the “Create Hot
Spare” option to define the hot spare disk drive.

When a hot spare disk drive is being created using the “Create Hot
Spare” option (in the “Raid Set Function”), all unused physical de-
vices connected to the current adapter appear:

Choose the target disk by selecting the appropriate check box.
Press Enter key to select a disk drive, and press Yes in the “Cre-
ate Hot Spare” to designate it as a hot spare.

3.5 Using Quick Volume /Raid Setup Con-
figuration

“Quick Volume / Raid Setup configuration” collects all available
drives and includes them in a RAID set. The RAID set you created
is associated with exactly one volume set. You will only be able to
modify the default RAID level, stripe size and capacity of the new
volume set. Designating drives as hot spares is also possible in the
“Raid Level” selection option. The volume set default settings will
be:

Parameter Default Setting

VVolume Name ARC-1689-VOL#00

SCSI Channel/SCSI ID/SCSI LUN 0/0/0
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The default setting values can be changed after configuration is
completed. Follow the steps below to create arrays using the “Raid
Set / Volume Set” method:

Step

Action

1

Choose “Quick Volume /Raid Setup” from the main menu. The available
RAID levels with hot spare for the current volume set drive are displayed.

It is recommended that you use drives of the same capacity in a specific
array. If you use drives with different capacities in an array, all drives in
the RAID set will be set to the capacity of the smallest drive in the RAID
set.

The numbers of physical drives in a specific array determines which RAID
levels that can be implemented in the array.

RAID 0 requires 1 or more physical drives.

RAID 1 requires at least 2 physical drives.

RAID 10(1E) requires at least 3 physical drives.

Highlight the desired RAID level for the volume set and press the Enter
key to confirm.

The capacity for the current volume set is entered after highlighting the
desired RAID level and pressing the Enter key.

The capacity for the current volume set is displayed. Use the UP and
DOWN arrow keys to set the capacity of the volume set and press the
Enter key to confirm. The available stripe sizes for the current volume set
are then displayed.

Use the UP and DOWN arrow keys to select the current volume set stripe
size and press the Enter key to confirm. This parameter specifies the size
of the stripes written to each disk in a RAID 0, 1 or 10(1E) volume set.
You can set the stripe size to 64 KB, 128 KB, 256KB, 512KB, or 1024KB.

A larger stripe size provides better read performance, especially when the
computer performs mostly sequential reads. However, if the computer per-
forms random read requests more often, choose a smaller stripe size.

When you are finished defining the volume set, press the Yes key to con-
firm the “"Quick Volume And Raid Set Setup” function.

In “No Initialization”, there is no initialization on this volume, No Init (To
Rescue Volume)” for recovering the missing RAID set configuration

Initialize the volume set you have just configured

If you need to add additional volume set, using main menu “Create Vol-
ume Set” function.
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3.6 Using Raid Set/Volume Set Function
Method

In “Raid Set Function”, you can use the “Create Raid Set” function
to generate a new RAID set. In “"Volume Set Function”, you can use
the “Create Volume Set” function to generate an associated volume
set and configuration parameters.

If the current adapter has unused physical devices connected, you
can choose the "Create Hot Spare” option in the “Raid Set Func-
tion” to define a global hot spare. Select this method to configure
new RAID sets and volume sets. The “"Raid Set/Volume Set Func-
tion” configuration option allows you to associate volume sets with
partial and full RAID sets.

Step Action

1 To setup the hot spare (option), choose “Raid Set Function” from the main
menu. Select the “Create Hot Spare” and press the Enter key to define
the hot spare.

2 Choose “Raid Set Function” from the main menu. Select “Create Raid Set”
and press the Enter key.

3 The “Select a Drive For Raid Set” window is displayed showing the NVMe
drives connected to the NVMe RAID adapter.

4 Press the UP and DOWN arrow keys to select specific physical drives.
Press the Enter key to associate the selected physical drive with the cur-
rent RAID set.

It is recommended that you use drives of the same capacity in a specific
array. If you use drives with different capacities in an array, all drives in
the RAID set will be set to the capacity of the smallest drive in the RAID
set.

The numbers of physical drives in a specific array determines which RAID
levels that can be implemented in the array.

RAID 0 requires 1 or more physical drives.

RAID 1 requires at least 2 physical drives.

RAID 10(1E) requires at least 3 physical drives.

5 After adding the desired physical drives to the current RAID set, press the
Enter to confirm the “Create Raid Set” function.

6 An “Edit The Raid Set Name” dialog box appears. Enter 1 to 15 alphanu-
meric characters to define a unique identifier for this new RAID set. The
default RAID set name will always appear as Raid Set. #. Press Enter key
to finish the name editing.
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7 Press the Enter key when you are finished creating the current RAID set.
To continue defining another RAID set, repeat step 3. To begin volume set
configuration, go to step 8.

8 Choose the “Volume Set Function” from the main menu. Select “Create
Volume Set” and press the Enter key.

9 Choose a RAID set from the “Create Volume From Raid Set” window.
Press the Yes key to confirm the selection.

10 |In “No Initialization”, there is no initialization on this volume, No Init (To
Rescue Volume)” for recovering the missing RAID set configuration

11 |If space remains in the RAID set, the next volume set can be configured.

Repeat steps 8 to 10 to configure another volume set.
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3.7 Main Menu

The main menu shows all functions that are available for executing
actions, which is accomplished by clicking on the appropriate link.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

II
Raid Set Function
Volume Set Function
Physical Drives
Raid System Function
More System Functions
Ethernet Configuration

Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information

The manufacture default password is set to 0000; this
password can be modified by selecting "Change Password”
in the “Raid System Function” section.

Option Description
Quick Volume/Raid Setup g;iitis?c;jleg?;;(ltirfgpafliﬁel:jration based on the number
Raid Set Function Create a customized RAID set
Volume Set Function Create a customized volume set
Physical Drives View individual disk information
Raid System Function Setup the RAID system configuration
More System Function smart setting and Hot plug Disk for Rebuilding
Ethernet Config On-board Lan port configuration
Alert By Mail Config Mail notifigation setting sent by on-board lan port
View System Events Record all system events in the buffer
Clear Event Buffer Clear all information in the event buffer
Hardware Monitor Show the hardware system environment status
System Information View the adapter system information
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This password option allows user to set or clear the RAID adapter’s
password protection feature. Once the password has been set, the
user can only monitor and configure the RAID adapter by providing
the correct password. The password is used to protect the internal
RAID adapter from unauthorized entry. The adapter will prompt for
the password only when entering the main menu from the initial
screen. The RAID adapter will automatically return to the initial
screen when it does not receive any command in five minutes.

3.7.1 Quick Volume/Raid Setup

"“Quick Volume/Raid Setup” is the fastest way to prepare a RAID
set and volume set. It requires only a few keystrokes to com-
plete. Although disk drives of different capacity may be used in
the RAID set, it will use the capacity of the smallest disk drive as
the capacity of all disk drives in the RAID set. The “"Quick Vol-
ume/Raid Setup” option creates a RAID set with the following
properties:

1. All of the physical drives are contained in one RAID set.

2. The RAID level, hot spare, capacity, and stripe size options are
selected during the configuration process.

3. When a single volume set is created, it can consume all or a
portion of the available disk capacity in this RAID set.

4. If you need to add an additional volume set, use the main
menu “Create Volume Set” function.

The total number of physical drives in a specific RAID set deter-
mine the RAID levels that can be implemented within the RAID
set. Select "Quick Volume/Raid Setup” from the main menu;
all possible RAID level will be displayed on the screen.
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Physical Dr|ve<

Raid System F|

A T —
Ethernet Confid_ _ _ _ _ _ _ _ _ _ _ |
Alert by mail conflg

View System Events

Clear Event Buffer

Hardware Monitor

System information

: Escape, L:Line Draw, X: Redraw

If volume capacity will exceed 2TB, adapter will show the “Logic
Block Size” sub-menu.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller
T "
™= Quick Volume/Raid Setup [
Raid Set unctlon L

Physical Drives — =dL
Raid System Functi Logic Block Size

Ethernet Configurathe..— — — — — —
Alert by mail config | | 4K Block
View System Events
Clear Event Buffer
Hardware Monitor
L _System information

|
|
|
| More System Funct i
|
|
|

e Auto
This option use 16 bytes CDB instead of 10 bytes. The
maximum volume capacity up to 512TB. For any hard disk
drives working in the 4K native mode in the Raid set, the
volume set directly sets and exposes 4KB sector size to the
operating system.

¢ 4K Block
This option uses 16 bytes CDB and changes the sector size from
default 512 bytes to 4k bytes.
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A single volume set is created and consumes all or a portion of
the disk capacity available in this RAID set. Define the capacity of
volume set in the “Available Capacity” popup. The default value
for the volume set, which is 100% of the available capacity, is
displayed in the selected capacity. use the UP and DOWN arrow
key to set capacity of the volume set and press Enter key to ac-
cept this value. If the volume set uses only part of the RAID set
capacity, you can use the “Create Volume Set” option in the main
menu to define additional volume sets.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-EXil] >>>>>>>
Areca Technology Corporation RAID Controller

r

= Guox Voumelra o §
Raid Set Function I
Volume Set Functio™ otal 7 Drives
Physical Drives

Raid System Functil |

|
|
|
I More System Func1tl LECKESY
|
|
|
|

Ethernet Configuratioi— — =
Alert by mail config |
View System Events
Clear Event Buffer
Hardware Monitor

Stripe Size This parameter sets the size of the stripe written to
each disk in a RAID 0, 1 or 10 logical drive. You can set the stripe
size to 64 KB, 128 KB, 256KB, 512KB, or 1024KB.

Select Stripe Size |
Physical Drives . o cooo
Raid System Functior [ IEECIEN 64K |
More System FunctiorL Raid 1 +0 128K I
Ethernet Configuration 256K
Alert by mail config

View System Events
Clear Event Buffer
Hardware Monitor
System information
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A larger stripe size produces better-read performance, especially
if your computer does mostly sequential reads. However, if you
are sure that your computer performs random reads more often,
select a smaller stripe size.

Press Yes key in the “Create Vol/Raid Set” dialog box, the RAID
set and volume set will start to initialize it.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca lTechnology Corporation RAID Controller

Physical Drives
Raid System Functi

More System Func

Ethernet Configuratleri— — + — —
Alert by mail config

View System Events

Clear Event Buffer

Hardware Monitor

System information

Select “Trim And Clear” there is no initialization on this volume
“No Init (To Rescue Volume)” for recovering the missing RAID set
configuration.

r
E
Quick Volume/Raid Setup
Raid Set Function

Physical Drives

Raid System Functi  Raid0 I Inifialization Mode

Alert by mail config o Init (To Rescue Volume)

View System Events
Clear Event Buffer
Hardware Monitor
System information

|

|

|

I More System Func Raid 1+0 Trim And Clear
| Ethernet Configuratlor.— — = = = — 4 N,

| | L

|

|
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When “Write Protect” is enabled on the “Create Volume Set”, host
commands fail if they are issued to a volume in that RAID adapt-
er and attempt to modify a volume’s data or attributes. “Write
Protection” is used primarily for customer-initiated disaster recov-
ery testing.

: L_.
Physical Drives
Raid System Funct
More System Func{ Raid 1+0 —
Ethernet Configuratieni— — ====1
Alert by mail config
View System Events |
Clear Event Buffer

Hardware Monitor I
System information

Disal
Enabled

3.7.2 Raid Set Function

Manual configuration gives complete control of the RAID set set-
ting, but it will take longer to configure than “"Quick Volume/Raid
Setup” configuration. Select “Raid Set Function” to manually con-
figure the RAID set for the first time or delete existing RAID sets
and reconfigure the RAID set.

<<<<<<< Areca RAID Setup Utility V1.00 (c) opyrlght 2006 [F10-Exit] >>>>>>>

Quick Volume/Raid Setup
Raid Set Function
Volume Set Function
Physical Drives

Raid System Function
More System Functions
Ethernet Configuration
Alert by mail config

View System Events

Clear Event Buffer
Hardware Monitor
System information
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3.7.2.1 Create Raid Set

To define a RAID set, follow the procedures below:

1. Select “Raid Set Function” from the main menu.

2. Select “Create Raid Set " from the “Raid Set Function” dialog
box.

3. A “Select IDE Drive For Raid Set” window is displayed show
ing the NVMe drives connected to the current adapter.
Press the UP and DOWN arrow keys to select specific physi-
cal drives. Press the Enter key to associate the selected
physical drive with the current RAID set. Repeat this step;
the user can add as many disk drives as are available to a
single RAID set.

When finished selecting NVMe drives for RAID set, press Esc
key. A “Create Raid Set Confirmation” screen will appear, select
the Yes option to confirm it.

Quick™ ~Raid Set F
-ﬁﬁ Create Raid Set |

Phys{ Select IDE Drives For Raid Set

Raid I Exp|

More' Offlt [ JE#1Solt#3 : 2000.d°
[SOCURCH] ME#1Solt#4 : 2000.C ettt 5

Alert, Cre; [ JE#1Solt#5 : 2000.C 5

Viewl Dels] [ JE#1Solt#6 : 2000.d No

Cleal Res| [ ]E#1Slot#7:2000. - - - _ - - _ _ _ _ b ProPlus |
Hardy Raiq [ ]JE#1Slot#8 :2000.0GB: NVMe PCle Gen5 Pro Plus ]

ArrowKey Or AZ:Move Cursor, Enter: Select, ESC: Escape, L:Line Draw, X: Redraw

4. An “Edit The Raid Set Name"” dialog box appears. Enter 1 to
15 alphanumeric characters to define a unique identifier for
the RAID set. The default RAID set name will always appear
as Raid Set. #.

5. Repeat steps 3 to define another RAID sets.
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PCle Gen5 Pro Plus I
PCle Gen5 Pro Plus
= - o —~me PCle Gen5 Pro Plus
Dell [ JE#1Solt#6 : 2000.0GB : NVMe  PCle Gen5 Pro Plus
Reﬁ [ ]JE#1Slot#7 : 2000.0GB : NVMe PCle Gen5 Pro Plus
Rai¢ [ ]JE#1Slot#8 : 2000.0GB : NVMe PCle Gen5 Pro Plus

Systejn .-\.errI.T x N J

3.7.2.2 Delete Raid Set

To completely erase and reconfigure a RAID set, you must first
delete it and re-create the RAID set. To delete a RAID set, select
the RAID set number that you want to delete in the “Select Raid
Set To Delete” screen. Then "Delete Raid Set” dialog box will
appear, press the Yes to delete it. Warning, data on RAID set
will be lost if this option is used.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit
Areca Technology Corporation RAID Controller

Qur-
-q Create Raid Set
V° " Select Rl

Phl e T T m === - -
Ry Offli

PR Raid Set # (L

EtF CI‘G‘EI Raid Set # 001 :2/2

Ald Dele' Raid Set # 002 :2/2

vig Res _______________.
cl Raid Set Information

Hardware Monmor — ~— ~ ~

System information

ArrowKey Or AZ:Move Cursor, Enter: 3 : Escape, L:Line Draw, X: Redraw

3.7.2.3 Expand Raid Set

Instead of deleting a RAID set and recreating it with additional
disk drives, the “"Expand Raid Set” function allows the users to
add disk drives to the RAID set that have already been created.
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To expand a RAID set:

1. Select the “"Expand Raid Set” option. If there is an available
disk, then the “Select SAS/SATA Drives For Raid Set
Expansion” screen appears.

2. Select the target RAID set by clicking on the appropriate
radius button. Select the target disk by clicking on the
appropriate check box.

3. Press the Yes key to start the expansion on the RAID set.

VolwI De|
Phy A
Rai| Of

Mo, Ac

Ethl Cri Pro Plu

A|e| Del [ ]JE#1Solt#4 : 2000.0

Vi Rgg ]
Cle|_ Raid SetInformation |

Hardware Monitor |

System information

The new additional capacity can be utilized by one or more
volume sets. The volume sets associated with this RAID set
appear for you to have chance to modify RAID level or stripe
size. Follow the instruction presented in the "Modify Volume Set”
to modify the volume sets; operation system specific utilities
may be required to expand operating system partitions.

Note: N\

1. Once the “Expand Raid Set” process has started, user
can not stop it. The process must be completed.

2. If a disk drive fails during RAID set expansion and a hot
spare is available, an auto rebuild operation will occur
after the RAID set expansion completes.

3. RAID set expansion is a quite critical process, we
strongly recommend customer backup data before ex
pand. Unexpected accident may cause serious data cor-
ruption.

—
. _________________________________________________________________________________|
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e Migrating

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Deleter = - = === ~-—-=-=-—----— Aniebuligotaiili
Expan, Raid Set Name : Raid Set # 001

Offline Member Disks : 4

Actival Raid State : Migrating
Create| Raid Security State : 4/4 |SE Disks
Alertbl Delete, Total Capacity : 8000.0GB
View § __Rescu Free Capacity : 2000.0GB
Clear g I\S/Iin Mo.:tm:e\; E)isk Size : 21()§g.OGB
upported Volumes ~ :
Sjg?g”m r,:f':m;f: Member Disk Channels | .E1S1.E1S2.E154.

ArrowKey Or AZ:Move : Escape, L:Line Draw, X: Redraw

Migration occurs when a disk is added to a RAID set. Migrating
state is displayed in the RAID state area of “"The Raid Set
Information” screen when a disk is being added to a RAID set.
Migrating state is also displayed in the associated volume state
area of the “Volume Set Information” which belongs this RAID
set.

3.7.2.4 Offline Raid Set

This function is for customer being able to unmount and re-
mount a multi-disk volume. All NVMe drives of the selected

RAID set will be put into offline state and fault LED will be in fast
blinking mode. User can remove those NVMe drives and insert
those Hdds on the others adapter empty slots without needing
power down the adapter to perform the online array roaming.
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r Quick Volume/Raid Setup

| Raid Set Function |
Volume § Raid Set Function

Physical
Ra?,d ISysl Create Raid Set

More Syd  Deletl Select Raid Set To Gffiine !

Ethernet) _EXPal_ — - ~ ~GHimeRaid Sef ~ |
Alert by n
View Syd ClVe  Raid Set # 002 :
Cl E reate mur opaie — —
H::,:Na‘g Delete Hot Spare
System il Rescue Raid Set
Raid Set Information

3.7.2.5 Activate Raid Set

The following screen is used to activate the RAID set after one
of its disk drive was removed in the power off state.

When one of the disk drives is removed in power off state, the
RAID set state will change to “Incomplete State”. If user wants
to continue to work while the NVMe RAID adapter is powered
on, the user can use the “Activate Incomplete Raid Set” option
to active the RAID set. After user selects this function, the Raid-
set state will change to “"Degraded Mode” and Volumes in this
Raidset will appears with corresponding state.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lechnology Corporation RAID Controller

I Maid Raid Set Function

Quicl Create Raid Set

IMGEE)  Delef~ =~"&¢ject Raid Set ToActivate
Voluy  Exp
Phyg _Offlil  Raid Set # 001 :4/4 disks:Migration
Raij Raid Set # 002 :Disks:Normal
Mord Cred _ _ _ o o __ |
Ethe] Delete Hot Spare [
Alert, Rescue Raid Set |
View Raid Set Information

Cleatverboie = = = = 4 =
Hardware Monitor
System information
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3.7.2.6 Create Hot Spare

When you choose the “Create Hot Spare” option in the “Raid Set
Function”, all unused physical devices connected to the current
adapter will result in the screen.

Select the target disk by clicking on the appropriate check box.
Press the Enter key to select a disk drive and press Yes in the
“Create Hot Spare” to designate it as a hot spare.

The “Create Hot Spare” gives you the ability to define a global

or dedicated hot spare. Unlike “Global Hot Spare” which can

be used with any RAID sets, “"Dedicated Hot Spare” can only

be used with a specific RAID set. When a disk drive fails in the

RAID set with a dedicated hot spare is pre-set, data on the disk

drive is rebuild automatically on the dedicated hot spare disk.
<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lTechnology Corporation RAID Controller

Main Menu

" " |
Quick Volume/Raid Setup

elect Drives For HotSparé ~ ~ ~
sil” 1

Phy:
Raid § [*IE#1Solt#1 : 2000.0GB : NVMe PCle Gen5 Pro Plu

More, [ JE#1Solt#2 : ZOPOJJGB.'N\LM.E_P_CIE.GenEIPro Plu
Ethern [ JE#1Solt#3:20!  Select Hot Spare Type 'pro piu |
At [ EA Sl 2 e * |
View | grerarrgseey  Dedicated To RaidSet |

& Dedicated To Enclosure |
Rescue Raid Set
Raid Set Information

3.7.2.7 Delete Hot Spare

Select the target hot spare disk to delete by clicking on the ap-
propriate check box.

Press the Enter key to select a hot spare disk drive, and press
Yes in the “"Delete Hot Spare” screen to delete the hot spare.
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<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca lechnology orporatlon RAID Controller

Main Menu

Raid Set
Delete Raid Set
Expand Raid Set

3.7.2.8 Rescue Raid Set

When the system is powered off in the RAID set update/creation
period, it possibly could disappear due to this abnormal condi-
tion. The "RESCUE" function can recover the missing RAID set
information. The RAID adapter uses the time as the RAID set
signature. The RAID set may have different time after the RAID
set is recovered. The "SIGANT"” function can regenerate the sig-

nature for the RAID set.

Raid Set

Delete Raid Set
Expand Raid Set
Offline Raid Set

A id.So

| Enter e Operation Key

Please contact us to make sure if you need to use rescue
function. Improperly usage may cause configuration
corruption.
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3.7.2.9 Raid Set Information

To display RAID set information, move the cursor bar to the de-
sired RAID set number, then press the Enter key. The “Raid Set
Information” will appear. You can only view information for the
RAID set in this screen.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller
m. “ Set Function
4 The Raid Set Information

Raid Set Name : Raid Set # 002
Member Disks 12
Raid State : Normal

Raid Security State : 2/2 ISE Disks
Total Capacity : 4000.0GB
Free Capacity :4000.0GB
Min Member Disk Size : 2000.0GB
Supported Volumes 1128

Member Disk Channels : .E1S6.E1S7.

3.7.3 Volume Set Function

A volume set is seen by the host system as a single logical de-
vice; it is organized in a RAID level within the adapter utiliz-

ing one or more physical disks. RAID level refers to the level of
data performance and protection of a volume set. A volume set
can consume all of the capacity or a portion of the available disk
capacity of a RAID set. Multiple volume sets can exist on a RAID
set. If multiple volume sets reside on a specified RAID set, all
volume sets will reside on all physical disks in the RAID set. Thus
each volume set on the RAID set will have its data spread evenly
across all the disks in the RAID set rather than one volume set
using some of the available disks and another volume set using
other disks.
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<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Quick Volume/Raid Setup
Raid Set Function

Volume Set Function

Physical Drives

Raid System Function
More System Functions
Ethernet Configuration
Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information

The following is the volume set features for the NVMe RAID

adapter.

1. Volume sets of different RAID levels may coexist on the same
RAID set and up to 128 volume sets per adapter.

2. Up to 128 volume sets can be created in a RAID set.

3. The adapter is capable of 64-bit LBA mode and 4K block mode.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
A Volume Set Functions

Create Volume Set
Delete Volume Se
Modify Volume Set
Display Volume Info.

Ethernet Configuration

Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information

The currently firmware is only exposed 16 volumes to the
operating system (0OS):

1. ID:0~1

2. LUN:0~7.
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3.7.3.1 Create Volume Set
To create a volume set, follow the below steps:

1.

2.

Select the “Volume Set Function” from the main menu.

Choose the “Create Volume Set” from “Volume Set Functions”
dialog box screen.

. The "Create Volume From Raid Set” appears. This screen

displays the existing arranged RAID sets. Select the RAID set
number and press the Enter key. The “Volume Creation”
dialog is displayed in the screen.

. The new create volume set attribute allows user to select the

Volume Name, Raid level, Capacity, Strip Size, SCSI Chan-
nel/SCSI ID/SCSI Lun, Write protect and Tagged Command
Queuing.

. After completed the modification of the volume set, press the

Esc key to confirm it. An “Initialization Mode"” screen appears.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller

al Volume Set Functions

RI Volume Creation

5] Volume Name : ARC-1689-VOL# 000

Raid Level : 1
Capacity : 2000.0GB
Stripe Size 1 1024K
SCSI Channel : 0
i SCSI ID
Hardware SCSI LUN 10
System info Write Protect : Disabled

ArrowKey Or AZ:Move Cursor, Enter: Select, ESC: Escape, L:Line Draw, X: Redraw

Initialization Mode
e Select "Trim And Clear”, there is no initialization of the
selected volume set.

e Select "No Init (To Rescue Volume)” for no initialization of
the selected volume.
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<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca lechnology Corporation RAID Controller

Initialization Mode
Capacity Trim And Clear

; Stripe Size Init (To Rescue Volume
Alert by mail ¢§  SCSI Channel ( )

View System | scs| ID
Clear EventBy sCSI LUN : 0
Write Protect : Disabled

6. Repeat steps 3 to 5 to create additional volume sets.

7. The initialization percentage of volume set will be displayed at
the button line.

Note: N

Controller starts to initialize the volume in two conditions
1. Stay in adapter bios setup utility or
2. Boot into OS and the adapter driver loaded.

e Volume Name
The default volume name will always appear as ARC-1689-
8N-VOL #. You can rename the volume set providing it does
not exceed the 15 characters limit.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lechnology Corporation RAID Controller
Volume Name : ARC-1689-VOL# 000
0

Raid Level

Capacity : 2000.0GB
Stripe Size =

SCSI Channel

SCSI ID

SCSI LUN
Write Protect
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e Raid Level
Set the “Raid Level” for the volume set. Highlight “Raid
Level” and press the Enter key. The available RAID levels for
the current volume set are displayed. Select a RAID level
and press the Enter key to confirm.

ERET
Stripe Size
SCSI Channel
View System Eve] SCSI ID
Clear Event Buffg  SCSI LUN : 0
i Write Protect : Disabled

ArrowKey Or AZ:Move Cursor, Enter: 3 : Escape, L:Line Draw, X: Redraw

e Capacity
The maximum available volume size is the default value for
the first setting. Enter the appropriate volume size to fit your
application. The capacity value can be increased or decreased
by the UP and DOWN arrow keys. The capacity of each vol
ume set must be less than or equal to the total capacity of
the RAID set on which it resides.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

e
Available Capacity : 2000.0GB
i Selected Capacity : 2000.0GB I

Volume Name : ARC-1689-VOL# 000
Raid Level 21

Capacity : 2000.0GB
tripe Size . 1024K

SCSI Channel
View System E|  SCSI ID : 0
Clear EventBu] SCSI LUN 1 0
:D

Hardware Monij  Write Protect isabled
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If volume capacity will exceed 2TB, adapter will show the

"Logic Block Size" sub-menu.
<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller

Qul Volume Set Functions
Al

Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information

e Auto
This option use 16 bytes CDB instead of 10 bytes. The
maximum volume capacity up to 512TB. For any hard disk
drives working in the 4K native mode in the Raid set, the
volume set directly sets and exposes 4KB sector size to the
operating system.

e 4K Block
This option uses 16 bytes CDB and changes the sector size
from default 512 bytes to 4k bytes.

e Stripe Size
This parameter sets the size of segment written to each disk
in a RAID 0, 1, 1E or 10 logical drive. You can set the stripe
size to 64 KB, 128 KB, 256KB, 512KB, or 1024KB.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lechnology Corporation RAID Controller

Volume Set Functions

Volume Name :
Raid Level
Capacity

Alert by maill ~ SCSI Channel

View Syste SCSI ID

Clear Event| SCSI LUN
Write Protect
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e SCSI Channel

The NVMe RAID adapter function simulates a external SCSI
RAID adapter. The host bus represents the SCSI channel.

Choose the “"SCSI

Channel”. A “Select SCSI Channel” dialog

box appears; select the channel humber and press the Enter

key to confirm it.
<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F 10-Exit]
Areca Technology Corporation RAID Controller

View System H

Clear Event Bi

P od

Volume Name : ARC-1689-VOL# 000
Raid Level

Capacity : 250.0GB

Stripe Size : 256K

SCSI Channel : 0

SCSI ID : 0

SCSI LUN : 0

Write Protect : Disabled

e SCSI ID

Each device attached to the NVMe RAID adapter, as well as
the NVMe RAID adapter itself, must be assigned a unique
SCSI ID number. A SCSI channel can connect up to 15 de-
vices. It is necessary to assign a SCSI ID to each device from
a list of available SCSI IDs.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyri

t, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller

Select SCSI ID

Volume Set Functions

Create

Volume Name :

Raid Level

Capacity

Stripe Size

SCS| Channel :
D : 0

SCSI|

SCSI LUN
Write Protect

The currently firmware is only exposed 16 volumes
(ID:0~1) to the operating system (OS).
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e SCSI LUN

Each SCSI ID can support up to 8 LUNs. Most NVMe adapters
treat each LUN as if it were a NVMe disk.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Select SCSI LUN
0

i Volume Name : -
1 Raid Level :
Capacity : !
2 Stripe Size :
SCSI Channel :
SCSI ID :

e Write Protect
When “Write Protect” is enabled on the “Create Volume Set”,
host commands fail if they are issued to a volume in that
RAID adapter and attempt to modify a volume’s data or at-
tributes. “Write Protection” is used primarily for customer-
initiated disaster recovery testing.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Q Volume Set Functions |

Volume Name : ARC-1

Raid Level 1 140 Write Protect

Capacity A Disabled
SRS

Ethernet Conf  Stripe Size : 1024

Alert by mail SCSI Channel : 0

View System; SCSI ID : 0
SCSI LUN : 0

Write Protect : Disabled
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3.7.3.2 Delete Volume Set

To delete volume set from a RAID set, move the cursor bar to
the “Volume Set Functions” menu and select the “Delete Volume
Set” item, then press the Enter key. The “Volume Set Func-
tions” menu will show all Raid Set # items. Move the cursor bar
to a RAID set number, then press the Enter to show all volume
sets within that RAID set. Move the cursor to the volume set
number that is to be deleted and press the Enter k to delete it.
<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lechnology Corporation RAID Controller

Main Menu

| Volume Set Fund Select Volume To Delete
(o A ARC-1689-VOL#004 (Raid Set # 003)
Delete Volume Si

Modify Volume Set

Display Volume Info. Delete Volume Set

Ethernet Configuration
Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information

ArrowKey Or AZ:Move Cursor, Enter: Select, ESC: Escape, L:Line Draw, X: Redraw

3.7.3.3 Modify Volume Set

Use this option to modify volume set configuration. To modify
volume set values from RAID set function, move the cursor

bar to the "Modify Volume Set” item, then press the Enter.
The “Volume Set Functions” menu will show all RAID set items.
Move the cursor bar to a RAID set number item, then press the
Enter to show all volume set items. Select the volume set from
the list to be changed, press the Enter to modify it.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca lechnology Corporation RAID Controller

Main Menu
Volume Set Funcf Select Volume To Modify

Raid Level ;140
Capacity : 2000.0GB
Stripe Size : 1024K

SCSI Channel
SCSI ID
SCSI LUN
Write Protect
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As shown, volume information can be modified at this screen.
Choose this option to display the properties of the selected
volume set. But user can only modify the last volume set
capacity.

3.7.3.3.1 Volume Growth

Use “Expand Raid Set” function to add disk to a RAID set. The
additional capacity can be used to enlarge the last volume set
size or to create another volume set. The “"Modify Volume Set”
function can support the “Volume Modification” function. To
expand the last volume set capacity, move the cursor bar to
the “Capacity” item and entry the capacity size. When finished
the above action, press the ESC key and select the Yes option
to complete the action. The last volume set starts to expand its
capacity.

To expand an existing volume noticed:

e Only the last volume can expand capacity.

e When expand volume capacity, you can’t modify stripe size or
modify RAID revel simultaneously.

® You can expand volume capacity, but can’t reduce volume
capacity size.

e After volume expansion, the volume capacity can not be
decreased.

For greater 2TB expansion:

e If your system installed in the volume, don't expand the
volume capacity greater 2TB, currently OS can’t support boot
up from a greater 2TB capacity device.

e Expand over 2TB used 64bit LBA mode. Please make sure
your OS supports 64bit LBA before expand it.

3.7.3.3.2 Volume Set Migration

Migrating occurs when a volume set is migrating from one RAID
level to another, when a volume set strip size changes, or when
a disk is added to a RAID set. Migration state is displayed in the
volume state area of the “Volume Set Information” screen.
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Note: N

Power failure may damage the migration data. Please
backup the RAID data before you start the migration func-
tion.

3.7.3.4 Display Volume Set Info.

To display volume set information, move the cursor bar to the
desired volume set number and then press the Enter key. The
“Volume Set Information” screen will be shown. You can only
view the information of this volume set in this screen, but can
not modify it.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

The Volume Set Information

Volume Set Name : ARC-1689-VOL # 000
Raid Set Name : Raid Set # 02
Volume Capacity : 250.0GB

Volume State : Normal

SCSI CH/ID/Lun : 0/0/0

Raid Level 1 140

Stripe Size 1 1024 K

Block Size : 512 Bytes

Member Disk 13

Write Protect : Disabled
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3.7.4 Physical Drives

Choose this option from the main menu to select a physical disk
and perform the operations listed above. Move the cursor bar to

an item, then press Enter key to select the desired function.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca lTechnology Corporation RAID Controller

Quick Volume/Raid Setup
Raid Set Function
Volume Set Function

Physical Drives

Raid System Function

More System Functions
Ethernet Configuration
Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information

rrowKey Or AZ:Move Cursor, Enter: : Escape, L:Line Draw, X: Redraw

3.7.4.1 View Drive Information

When you choose this option, the physical disks connected to the
NVMe RAID adapter are listed. Move the cursor to the

desired drive and press Enter key to view drive information.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lechnology Corporation R ontroller

Main Menu

E#2 Solt#1- NVMe

Model Name : NVMe PCle SSD Gen5 Pro Plus
Serial Number : 202505802407

Firmware Rev. : 211070WD

Disk Capacity : 2000.0 GB

Current NVMe 1 32GGx4
Supported NVMe  : 32Gx4
Device State : Free
Timeout Count

Media Errors

Temperature

Rotation Speed

SMART State
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3.7.4.2 Create Pass-Through Disk

A pass-through disk is not controlled by the NVMe RAID adapter
firmware and thus cannot be a part of a volume set. The disk is
available directly to the operating system as an individual disk.
It is typically used on a system where the operating system is
on a disk not controlled by the NVMe RAID adapter firmware.
The SCSI Channel/SCSI ID/SCSI LUN, Write Protect and Tag
Queuing must be specified to create a pass-through disk.

3.7.4.3 Modify Pass-Through Disk

Use this option to modify “Pass-Through Disk Attributes”. To
select and modify a pass-through disk from the pool of pass-
through disks, move the “Modify Pass-Through Drive” option and
then press the Enter key. The “Physical Drive Function” menu
will show all pass-through drive number options. Move the
cursor bar to the desired number and then press the Enter key
to show all pass-through disk attributes. Select the parameter
from the list to be changed and them press the Enter key to
modify it.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-EXit] >>>>>>>
Areca Technology Corporation RAID Controller

Main Menu

SCSI Channel : 0
SCSI'ID : 0
SCSI LUN : 0

Write Protect  : Disabled
Tag Queuing  : Enabled
1
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3.7.4.4 Delete Pass-Through Disk

To delete a pass-through drive from the pass-through drive pool,
move the cursor bar to the “Delete Pass-Through Drive” item,
then press the Enter key. The “"Delete Pass-Through confirma-
tion” screen will appear; select Yes to delete it.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Main Menu

4 Physical Drive Function
Select The Drive

Activated Failed Disk
Identify Selected Drive

3.7.4.5 Host DirectIO Config

A Host DirectlO disk is not controlled by the NVMe RAID adapter
firmware and thus cannot be a part of a volume set. The disk is
available directly to the operating system as an individual disk.
It is typically used on a system where the operating system is
on a disk not controlled by the NVMe RAID adapter firmware

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Main Menu

| Physical Drive Function

E#1Solt#2 :
E#1Solt#3 :
E#1Solt#4 :

Activate Failed Disk
Identify Selected Drive
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3.7.4.6 Set Disk To Be Failed

It sets a normal working disk as “failed” so that users can test

some of the features and functions.
<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller
Main Menu

Quick Volume/Raid Setup
Raid Set Function

E#1Solt#1 :

E#1Solt#2 : 2000.0GB : RaidSet

E#1Solt#3 : 2000.0GB : RaidSet

E#1Solt#4 : 2000.0GB : RaisSet “mvv o >
E#1Solt#5 : 2000.0GB : Hot Spare :NVMe PCle SSD Gen5 Pro Plu
E#1Solt#6 : 2000.0GB : Free :NVMe PCle SSD Gen5 Pro Plu
E#1Solt#7 : 2000.0GB : Free :NVMe PCle SSD Gen5 Pro Plu

3.7.4.7 Activate Failed Disk

It forces the current “failed” disk in the system to be back on-
line. “Activate Failed Disk” function has no effect on the removed
disks, because a “removed” disk does not give the adapter a
chance to mark it as “failure”.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Quick Volume/Raid Setup
2 nctio
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3.7.4.8 Identify Selected Drive

To prevent removing the wrong drive, the selected disk fault LED
indicator will light for physically locating the selected disk when
the “Identify Selected Device” is selected.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Delete P; !

Host Dirg le SSD Gen5 Pro Plu
Set Disk le SSD Gen5 Pro Plu
Activate e SSD Gen5 Pro Plu

1 Identify Selected Drive l:NVMe PCle SSD Gen5 Pro Plu

:NVMe PCle SSD Gen5 Pro Plu

ArrowKey Or AZ:Move Cursor, Enter: : Escape, L:Line Draw, X: Redraw

3.7.5 Raid System Function

To set the “Raid System Function”, move the cursor bar to the
main menu and select the “Raid System Function” item and then
press Enter key. The “Raid System Function” menu will show
multiple items. Move the cursor bar to an item, and then press
Enter key to select the desired function.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Main Menu

Quick Volume/Raid Setup
Raid Set Function
Volume Set Function
Physical Drives

Raid System Function

More System Functions
Ethernet Configuration
Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information
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3.7.5.1 Mute The Alert Beeper

The “Mute The Alert Beeper” function item is used to control the
NVMe RAID adapter beeper. Select Yes and press the Enter key
in the dialog box to turn the beeper off temporarily. The beeper
will still activate on the next event.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

!___Raid System Function

Mute The Alert Beeper
Alert Beeper Setting

Change Password Alert Beeper
JBOD/RAID Function

Background Task Priority

Auto Activate Raid Set
Disk Write Cache Mode
Capacity Truncation

3.7.5.2 Alert Beeper Setting

The “Alert Beeper Setting” function item is used to “Disabled” or
“Enabled” the NVMe RAID adapter alarm tone generator. Select
“Disabled” and press the Enter key in the dialog box to turn the

beeper off.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exif] >>>>>>>
Areca lechnology orporatlon RAID Controller

Irt Bep Setting

Disabled
- Enabled
JBOD/RAID Function

Background Task Priority
Auto Activate Raid Set

Disk Write Cache Mode
Write Same Support
Capacity Truncation
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3.7.5.3 Change Password

The manufacture default password is set to 0000. The
password option allows user to set or clear the password pro-
tection feature. Once the password has been set, the user can
monitor and configure the adapter only by providing the cor-
rect password. This feature is used to protect the internal RAID
system from unauthorized access. The adapter will check the
password only when entering the main menu from the initial
screen. The system will automatically go back to the initial
screen if it does not receive any command in 5 minutes. To set
or change the password, move the cursor to “"Raid System Func-
tion” screen, press the “"Change Password” item. The “Enter New
Password” screen will appear. Do not use spaces when you enter
the password, If spaces are used, it will lock out the user. To dis-
able the password, only press Enter key in both the “"Enter New
Password” and “Re-Enter New Password” column. The existing
password will be cleared. No password checking will occur when

entering the main menu.
<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller
Main Menu

Mute The Alert Beeper

Alert Beeper Setting nter Vl. asswor I
Change Password °

JBOD/RAID Function
Background Task Priority
Auto Activate Raid Set
Disk Write Cache Mode
Capacity Truncation

vare o 0O

3.7.5.4 JBOD/RAID Function

JBOD is an acronym for “Just a Bunch Of Disk”. A group of NVMe
disks in a RAID box are not set up as any type of RAID configur-
ation. All NVMe drives are available to the operating system as
an individual disk. JBOD does not provide data redundancy. User
needs to delete the RAID set, when you want to change the
option from the RAID to the JBOD function.

JBOD Controller I0: All NVMe drives in "JBOD Controller 10’
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are controlled by the NVMe RAID adapter firmware and thus
cannot be a part of a volume set.

JBOD Host Direct I0: All attached NVMe drives in “"JBOD Host
Direct I0” mode are not controlled by the NVMe RAID adapter
firmware and thus cannot be a part of a volume set. The disk is
available directly to the operating system as an individual disk.
It is typically used on a system where the operating system is
on a disk not controlled by the NVMe RAID adapter firmware.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lechnology Corporation RAID Controller

Auto Activate Raid Set
Disk Write Cache Mode
Capacity Truncation
EVIOTTIO

m information

The “Background Task Priority” is a relative indication of how
much time the adapter devotes to a rebuild operation. The NVMe
RAID adapter allows the user to choose the rebuild priority (UlI-
traLow, Low, Medium, High) to balance volume set access and
rebuild tasks appropriately.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller

UltraLow(5%)
Low(20%)
Medium(50%)
High(80%)

Auto Activate Raid Set
Disk Write Cache Mode
Capacity Truncation
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3.7.5.6 Auto Activate Raid Set

When some of the disk drives are removed in power off state

or boot up stage, the RAID set state will change to “Incomplete
State”. But if a user wants to automatically continue to work
while the NVMe RAID adapter is powered on, then user can set
the “Auto Activate Raid Set” option to “Enabled”. The RAID state
will change to “"Degraded Mode” while it powers on.

JBOD/RAID Function

Background Task Priorit

|
Disk Write Cache Mode
Capacity Truncation

System information

ArrowKey Or AZ:Move Cursor, Enter:

3.7.5.7 Disk Write Cache Mode

elect, ESC: Escape, L:Line Draw, X: Redraw

User can set the “"Disk Write Cache Mode"” to Auto, Enabled, or
Disabled. “"Enabled” increases speed, “"Disabled” increases reli-
ability.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Main Menu

Enabled
Disabled

y
Auto Activate Raid Set

&l Disk Write Cache Mode

Capacity Truncation
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3.7.5.8 Capacity Truncation

Areca RAID adapters use drive truncation so that drives from
different vendors are more likely to be usable as spares for one
another. Drive truncation slightly decreases the usable capacity
of a drive that is used in redundant units. The adapter provides
three truncation modes in the system configuration: Multiples
Of 10G, Mult|ples Of 1G and Disabled.

Wﬂ\'— d Svstem Funcfion
Truncate Disk Capacity

To Multiples of 10G

To Multiples of 1G

Disabled
o

ourm
Auto Actlvate Rald Set
Disk Write Cache Mode

g Capacity Truncation

System |nformat|on

Multiples Of 10G: If you have 120 GB drives from different
vendors; chances are that the capacity varies slightly. For exam-
ple, one drive might be 123.5 GB, and the other 120 GB. “Mul-
tiples Of 10G” truncates the number under tens. This makes the
same capacity for both of these drives so that one could replace
the other.

Multiples Of 1G: If you have 123 GB drives from different
vendors; chances are that the capacity varies slightly. For ex-
ample, one drive might be 123.5 GB, and the other 123.4 GB.
“Multiples Of 1G” truncates the fractional part. This makes the
same capacity for both of these drives so that one could replace
the other.

Disabled: It does not truncate the capacity.
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3.7.6 More System Functions

To set the “"More System Functions”, move the cursor bar to the
main menu and select the "More System Functions” item and then
press Enter key. The "More System Functions” menu will show
multiple items. Move the cursor bar to an item, then press Enter
key to select the desired function.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, -EXit]  >>>>>>>
Areca Technology Corporation RAID Controller

Quick Volume/Raid Setup
Raid Set Function
Volume Set Function
Physical Drives

Raid System Function
Ethernet Configuration
Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information

ArrowKey Or AZ:Move Cursor, Enter: Select, E:

3.7.6.1 Smart Option For SSD

: Escape, L:Line Draw, X: Redraw

This option is used to increases the reliability of SSDs by au-
tomatically copying data from a drive with potential to fail to a
designated hot spare or newly inserted drive. The options are:
“Fail The Drive”, “Fail If Hot Spare Exist”, and "Alert Only”.
The default is “Alert Only”.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Fail The Drive
Fail If Hot Spare Exist
Alert Only

Ethernet Configuration
Alert by mail config
View System Events
Clear Event Buffer
Hardware Monitor
System information

ArrowKey Or AZ:Move Cursor, Enter: : Escape, L:Line Draw, X: Redraw
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“Fail The Drive”- adapters kill off the SMART fail drive immedi-
ately.

“Fail If Hot Spare Exist” — adapters kill off the SMART fail disk
if hot spare dive is existed.

“Alert Only” - it will trigger alert when there happens a SMART
fail drive.

3.7.6.2 Smart Polling Interval

User can define the Smart Pulling Interval to pull the SMART
status of each disk. The default is 10 seconds”.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-EXIl] >>>>>>>

Areca Technology Corporation RAID Controller

' Smart Polling Interval l
10 Seconds

30 Seconds
1 Minute

5 Minutes
10 Minutes
20 Minutes
30 Minutes
1 Hour

2 Hours
3 Hours
6 Hours
12 Hours

User can schedule every certain period of time interval to pull
the SMART status of each disk. When SMART pulling is executed,
disk activity will be temporally halted until the SMART parameter
reading is finished. That is why you don‘t want to set the Inter-
val too frequent. What to use is up to the users to decide based
on their applications and experiment results.

3.7.6.3 Hot Plugged Disk For Rebuilding

It defines if the RAID array volume should start rebuilding or not
when detects a disk is inserted/re-inserted during online. The
options are: "Blank Disk Only”, "Always”, and "Disabled”. The
default is “"Blank Disk Only”.

1
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Quick Valme/Raid Setun
Raid_ More System Fundtions _ _ — _ |
Hot Plugged Disk For Rebuilding
E

Blank Disk Only

t Always
Disabled

Ethernet Configuration
Alert By Mail Config
View System Events
Clear Event Buffer
Hardware Monitor
System information

“Blank Disk Only”-it will trigger the rebuilding if and only if the
inserted disk has not been in the RAID array before, which has
no RAID signature on it. So when a previously removed disk is
self re-inserted, it won't trigger the degraded RAID array to re-
build, and so that the administrator has a chance to identify this
mis-behaving disk and replaces it.

“Always” - it is what it was before. Whenever a disk is in-
serted/re-inserted whether new or previously existed, it always
trigger a rebuilding for the Degraded RAID set/Volume.

“Disabled” - it will not trigger rebuilding regardless what sort
of disk plugging in.When “Disabled” and/or “Blank Disk Only” is
selected, the re-inserted/previously removed disk will be identi-
fied as a disk in a separate RAID set with duplicated RAIDset#
and with all the rest of RAID members missing.
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3.7.8 Ethernet Configuration

Use this feature to set the adapter Ethernet port configuration. It
is not necessary to create reserved disk space on any hard disk
for the Ethernet port and HTTP service to function; these func-
tions are built into the adapter firmware.move the cursor bar to
the main menu “Ethernet Configuration Function” item and then
press the Enter key. The “Ethernet Configuration” menu appears
on the screen. Move the cursor bar to an item, and then press
Enter key to select the desired function.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lechnology Corporation RAID Controller

Quick Volume/Raid Setup
Raid Set Function
Volume Set Function
Physical Drives

Raid System Function

More System Functions
Alert By Mail Config
View System Events
Clear Event Buffer
Hardware Monitor
System information

3.7.8.1 DHCP Function

DHCP allows network administrators centrally manage and au-
tomate the assignment of IP addresses on a computer network.
When using the TCP/IP protocol, it is necessary for a computer
to have a unique IP address in order to communicate to other
computer systems. Without DHCP, the IP address must be
entered manually at each computer system. DHCP lets a net-
work administrator supervise and distribute IP addresses from a
central point. The purpose of DHCP is to provide the automatic
(dynamic) allocation of IP client configurations for a specific time
period (called a lease period) and to minimize the work neces-
sary to administer a large IP network. To manually configure the
IP address of the adapter, move the cursor bar to DHCP Function
item, then press Enter key to show the DHCP setting.

Select the “"Disabled” or “"Enabled” option to enable or disable
the DHCP function. If DHCP is disabled, it will be necessary to
manually enter a static IP address that does not conflict with
other devices on the network.

]
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SArEVENTBUTE
Hardware Monitor
System information

3.7.8.2 Local IP address

If you intend to set up your client computers manually (no
DHCP), make sure that the assigned IP address is in the same
range as the default router address and that it is unique to your
private network. However, it is highly recommend to use DHCP
if that option is available on your network. An IP address alloca-
tion scheme will reduce the time it takes to set-up client com-
puters and eliminate the possibilities of administrative errors
and duplicate addresses.

To manually configure the IP address of the adapter, move the
cursor bar to Local IP address item, then press the Enter key to
show the default address setting in the RAID adapter. You can
then reassign the static IP address of the adapter.

Quick Volume/Raid Setup
Raid Set Function
Volume Set Furr
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3.7.8.3 HTTP Port Number

To manually configure the “"HTTP Port Number” of the adapter,
move the cursor bar to “"HTTP Port Number” item, then press
the Enter key to show the default address setting in the RAID
adapter. Then You can reassign the default "HTTP Port Number”
of the adapter.

SS>>>>>

Hardware Monitor
System information

ArrowKey Or AZ:Move Cursor, Enter: Select,

3.7.8.4 Telnet Port Number

To manually configure the “Telnet Port Number” of the adapter,
move the cursor bar to “Telnet Port Number” item, then press
the Enter key to show the default address setting in the RAID
adapter. You can then reassign the default “Telnet Port Number”
of the adapter.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller

DHCP Function
Local IP A

Vel BU

Hardware Monitor
System information




BIOS CONFIGURATION

3.7.8.5 SMTP Port Number

To manually configure the “"SMTP Port Number” of the adapter,
move the cursor bar to the main menu “Ethernet Configuration
function item and then press Enter key. The “Ethernet Con-
figuration” menu appears on the screen. Move the cursor bar
to "SMTP Port Number” item, then press Enter key to show the
default address setting in the RAID adapter. You can then reas-
sign the default “SMTP Port Number” of the adapter.

4

Hardware Monitor
System information

3.7.8.6 Ethernet Address

Each Ethernet port has its unique Mac address, which is also
factory assigned. Usually, Ethernet address is used to uniquely
identify a port in the Ethernet network.

DHCP Function : Enable
Local IP Address : 192.168.001.100
HTTP Port Number : 80
Telnet Port Number : 23
SMTP Port Number : 25
Ale

Clear Event Buffer
Hardware Monitor
System information
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3.7.9 Alert By Mail Config

To configure the RAID adapter e-mail function, move the cur-
sor bar to the main menu and click on the “Alert By Mail Config”
link. The “Alert By Mail Config” menu will show all items. Move
the cursor bar to the “Alert By Mail Config” item, then select the

desired function.
<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller
Alert By Mail Configuration

Mail Sender Name

Mail Sender Address :
Mail Account :
Mail Account Passwd :

EventNotification1
EventNotification2
EventNotification3
EventNotification4

SMTP Server IP Addr:
Enter IP address or domain name of the SMTP server to configure
your mail program correctly. Ex: 192.168.0.2.

Mail Sender Name:
This is the sender name that the e-mail alerts will appear to be
coming from. Ex: RaidController_1.

Mail Sender Address: This is the mail address that the e-mail
alerts will appear to be coming from, but don’t type IP to replace
domain name. Ex: RaidController_1@areca.com.tw.

Mail Account: Enter the valid account if your SMTP mail server
requires authentication.

Mail Account Password:
Enter the valid password if your SMTP mail server requires
authentication.
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EventNotification#:Event Notification Configurations

This step involves setting up of notification rules. Notification
rules instruct "Alert By Mail" on the notifications that should be
sent when certain types of alerts are detected.

MailTo Name :

MailTo Address :
Notify Type : Disable Event Notification
Notify No Event : No
EventNotification3 : Enter
¢ EventNotification4 : Enter

MailTo Name:
Enter the alert receiver name that will be shown in the outgoing
mail.

MailTo Address:
Enter the receiver's e-mail address. This is the address you want
the e-mail alerts sent to. Ex: admin@areca.com.tw.

Notify Type:

According to your requirement, set the corresponding event level.
"Disable Event Notification" - No event notification will be sent.
"Urgent Error Notification" - Send only urgent events.

"Serious Error Notification" - Send urgent and serious events.
"Warning Error Notification" - Send urgent, serious and warning
events.

"Information Notification" - Send all events.

Notification No Event:
Notify user if no event occurs within 24 hours.
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3.7.10 View System Events

To view the NVMe RAID adapter’s system events information,
move the cursor bar to the main menu and select the “View
System Events” link, then press the Enter key. The NVMe RAID
adapter’s events screen appear.

Choose this option to view the system events information: Timer,
Device, Event type, Elapsed Time, and Errors. The RAID adapter
does not have a build-in real time clock. The time information is

the relative time from the NVMe RAID adapter powered on.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Time Device Event Type ElapseTime Errors

2021-4-8 12:00:00 ARC-1689-VO#001 Raid Powered On
2021-4-8 12:00:00 H/W Monitor Raid Powered On

2021-4-8 12:00:00 H/W Monitor Raid Powered On

2021-4-7 12:00:00 RS232 Terminal VT100 Log In

2021-4-7 12:00:00 H/W Monitor Raid Powered On

2021-4-7 12:00:00 ARC-1689-VO#001 Start Initialize

2021-4-7 12:00:00 ARC-1689-VO#001 Complete Init 000:00:00

Hardware Monitor
System information

ArrowKey Or AZ:Move Cursor, Enter: Select,

3.7.11 Clear Events Buffer

Use this feature to clear the entire events buffer.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>
Areca Technology Corporation RAID Controller

Quick Volume/Raid Setup
Raid Set Function
Volume Set Function
Physical Drives

Raid System Function
More System Functions
Ethernet Configuration
Alert by mail config

View System Events
Hardware Monitor
System information

ArrowKey Or AZ:Move Cursor, Enter: : Escape, L:Line Draw, X: Redraw
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3.7.12 Hardware Monitor

To view the RAID adapter’s hardware monitor information, move
the cursor bar to the main menu and click on the “Hardware
Monitor” link. The “Controller H/W Monitor” screen appears. The
“Controller H/W Monitor” provides the main temperature, adapter
temperature and voltage of the NVMe RAID adapter.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca Technology Corporation RAID Controller

Quick Volume/I™ ~Controller H/W Monitor
Raid Set Func

Volume Set Ful  Main Temperature 41
Physical Drived  Temperature#0 41

Raid System F|  Temperature#1 44
More System Temperature#2 41
> Temperature#3 42
Alertby mail cq  Temperature#td 42
View System E g gy 0.839
Clear Event Bi 1.25V 1.241
Hardware Moni iV 1.811
12v 11.795
Battery Status Not Installed

ArrowKey Or AZ:Move Cursor, Enter: : Escape, L:Line Draw, X: Redraw

3.7.13 System Information

Choose this option to display adapter name, firmware version,
BOOT ROM version, serial number, main processor, CPU instruc-
tion cache and data cache size. To check the system information,
move the cursor bar to “System Information” item, then press
Enter key. All relevant adapter information will be displayed.

<<<<<<< Areca RAID Setup Utility V1.00 (c)Copyright, 2006 [F10-Exit] >>>>>>>

Areca lechnology Corporation RAID Controller

Quick Volul™ The System Information

Main Processor : 2.0GHz ARM A15
CPU ICache Size : 32KB

CPU DCache Size : 32KBs/Write Thr.
CPU SCache Size : 512KBs/Write Back
Firmware Version 1 V1.70 2024-08-05
BOOT ROM Version : V1.71 2025-03-24

View Syste;  Serial Number : 1100-2116-6633
Clear Even|  Unit Serial # :
Controller Name : ARC-1689-32I
Current IP Addr :192.168.000.059




macOS DRIVER INSTALLATION

4. macOS Driver Installation (Optional)

The ARC-1689-321 NVMe RAID adapter goes with any standard Win-
dows (10 or above), Linux(Kernel 3.10 or above), FreeBSD or macOS
in-box NVMe drivers. You do not need a special driver to install the OS
or data on the ARC-1689-32I. In-box driver is a native driver that is
supplied with the Operating System. But Mac macOS only supports one
zoned namespace and witout management interface support. Areca
supports macOS driver for multiple namespaces and management sup-
port.This chapter describes how to install the Mac macOS NVMe RAID
adapter driver.

After hardware installation, the NVMe SSDs connected to the NVMe
RAID adapter must be configured and the volume set units initialized
by the adapter before they are ready to use by the system.This section
describes detailed instructions for installing the Areca Mac driver for
the ARC-1689-32I on your Mac. You must have administrative level
permissions to install Mac driver & utility.

On November 10, 2020, Apple revealed new Mac hardware with the
revolutionary Apple Silicon M series processors. Since external boot
via 3rd party drivers is not allowed on Apple Silicon based Macs, the
default Areca driver doesn’t work on new M series Mac, only for Intel-
based Macs.

The macOS 11 had not been integrated any universal KEXTs into
macO0S, which means that users need to install universal KEXT

to support Areca ARC-1689 NVMe RAID adapter on Apple Silicon.
Areca universal KEXT’s on Apple Silicon can be installed in /Library/
Extensions/, even if Areca RAID storage x86-only versions persists on
the system in /System/Library/Extensions/. In order to use 3rd party
kernel extensions on Apple Silicon Macs, users must enable system
extensions by changing their Mac’s Security Policy to Reduced Security
and allow user management of kernel extensions from identified
developers.
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Installing Areca Driver for Apple M1 Mac in macOS 11.0 or higher Flow Chart

" Check Apple M1 Mac —__ Step 1

Begin Installation —— . No
of Driver/Utility —P—‘-‘._____:_:_Securitv Follicy” = "Reduced Securit?f_'_'_".’,_;""—’ {1} Enter macOS Recovery Mode
‘-"“x,_ " {2) Change "Security Pollicy” = "Reduced Security”
l Yes
Stap 2
Install Areca

Installer/UtllIty

* If your mac version is below 11.0, you can skip this step
Step 1. Start up your computer in macOS Recovery

(1-1). Choose “Shut Down”.

(1-2). Press and hold the power button on your Mac until you
see “Loading startup options”.

(1-3). Click “"Options”, then click "Continue”. If requested, en-
ter the password for an administrator account.
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(1-4). In the Recovery app, choose Utilities > Startup Secu-
rity Utility.

® Recovery File Edit Utiities Window
i

(1-5). Select the system you want to use to set the security
policy and click “Security Policy”. If the disk is encrypt-
ed with FileVault, click Unlock, enter the password and
then click Unlock.

Startup Security Utility

Select the system you want to use to set the security policy

Mac0S11.1
mac0S 11.1

You have selected macOS 11.1 on the disk “New.” m Policy... h
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(1-6). Choose "Reduced Security” and enable “Allow user
management of kernel extensions from identified devel-
opers”.

Startup Security Utility

Security Policy for "Macintosh HD":

Full Security
rently trusted by
ation time.

Reduced Security
Allows any version of signed operating system software ever trusted by Apple to run.
o Allow user management of kernel extensions from identified developers

Allow remote management of kernel extensions and automatic software updates

Cancel

(1-7). Click "OK"” and confirm the action by entering your ad-
ministrator credentials.

(1-8). Restart your Mac for the changes to take effect.
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Step 2. Installing Areca driver

(2-1). Download the driver from Areca website: https://www.
areca.com.tw/support/downloads.html

(2-2). Double-click [ArcMSRu.pkg] in the mounted disk image to
start.

soe [ Aremisr-1.4.0-20201221

Follow the installer on-screen steps to complete the installation.

(2-3). When Areca installation shows successful, system will pop
the following “System Extension Updated” warning mes-
sage: A program tried to load new system extension(s)
signed by “ Areca Technology corporation” but your se-
curity setting do not allow system extensions. To enable
them, choose the "Open Security Preferences” to allow
system extension.

[ N ] « Install Areca SATA/SAS RAID Controller Driver 1.4.7 a
The inst
#® Introduction 6
® Read Me
8 icense System Extension Updated
® Destination Select A Drogr_am has_upda(cd f)‘stcm
extension(s) signed by “Areca
® Installation Type Technology Corporation” that will be L
z incompatible with a future version of tessful.
@ |nstallation macOS. To finish the update, you must
approve it in the Security & Privacy
8 summary System Preferences
‘ Open Security Preferences |
=
Rostart )
ar@% At The Heart of Storage =
g
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(2-5). On Security & Privacy’s General page

e Make sure the message “"System software from developer
“Areca Technology Corporation” was blocked from loading.”

e Make the setting to allow loading the driver. To unlock a
preference pane, click the key icon at the lower left of the
“Security & Privacy” screen. You are prompted to enter the
password for the administrator account. Enter the informa-
tion for "User Name” and “"Password,” then click "OK".

(2-6). Make sure “Areca Technology Corporation” is displayed as
the developer and click “Allow”.

o0 \T [>) |_| Security & Privacy | a

General FileVault | Firewall | Privacy -

A login password has been set for this user [ Change Password... |

Require password | immediately J after sleep or screen saver begins
[C) Show a message when the screen is locked | Set Lock Message..

("] Disable autematic login

Allow apps downloaded from:
) App Store
© App Store and identified developers

System software from developer "Areca Technology Corporation” has || Allow |
been updated.

[ lick the lock to prevent further changes. | Advanced... | '3'

* This message about being blocked is only displayed for only 30
minutes after installing the driver. When 30 minutes have passed
after installing, the message is no longer displayed.

* In the following condition, no message is displayed. Loading of
the driver is permitted.

84



macOS DRIVER INSTALLATION

e When a driver that has previously been allowed is reinstalled
again.

e When you're using a Mac on which the driver was installed before
now updating to macOS 11

A message prompting you to restart appears. Click "Restart”.

This completes installation of the driver.
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5. ArcHTTP Proxy Server Installation
Overview

After hardware installation, the NVMe/SAS/SATA disk drives connected
to the NVMe RAID adapter must be configured and the volume set
units initialized before they are ready to use.

The user interface for these tasks can be accessed through the built-in
configuration that resides in the adapter’s firmware. It provides com-
plete control and management of the adapter and disk arrays, elimi-
nating the need for additional hardware or software.

In addition, a software utility to configure the NVMe RAID adapter is

provided on the areca website. This software utility can monitor, test,
and support the NVMe RAID adapter. The software utility and McRAID
storage manager can configure and monitor the NVMe RAID adapter

via ArcHTTP proxy server interface. The following table outlines their

functions:

Configuration Utility Operating System Supported
McBIOS RAID Setup Utility OS-Independent
McRAID Storage Manager
(Via ArcHTTP proxy server)
SAP Monitor (Single Admin Portal to scan for

multiple RAID units in the network, Via ArcHTTP
proxy server)

Windows, Linux, FreeBSD and macOS

Windows and macOS

The HTTP management software (ArcHTTP) runs as a service or dae-
mon, and have it automatically start the proxy for all adapters found.
This way the adapter can be managed remotely without having to sign
in the server. The HTTP management software (ArcHTTP) also has
integrated the email notification and SNMP extension agent. The email
notification can be configured in local or remote standard web browser.
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5.1 For Windows

This section describes how to install the MRAID software to your
operating system. The software installation includes ArcHTTP and
CLI utility.

In this scenario, you are installing the MRAID software in an exist-
ing Windows system. You can use the installer to install ArcHTTP
and CLI at once or “"Custom” to install special components. Follow
the steps below to install the utility for Windows.

1. Download the install_mraid installer from the website at
"https://www.areca.com.tw/support/downloads.html", the file
name begins with “install_mraid” followed by the version
control.

2. Double-click on the zipped file that comes from the website to
unzip it. Double-click on the "setup.exe" file for installing
MRAID.

3. The screen shows Preparing to Install.

MRAID - InstallShield Wizard

Preparing to Install..
4

o u MRAID Setup is preparing the InstaliShield Wizard, which wil

% guide you through the program setup process. Please wait.

Extracting: MRAID.msi

4. The MRAID Installer (or InstallShield Wizard) opens, pre-
paring to install and click on the “"Next” button to continue.
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"J81 MRATD - TnstallShield Wizard ==

Welcome to the InstallShield Wizard for
MRAID

The InstallShield(R) Wizard will install MRAID on your computer.
To continue, diick Next.

WARNING: This program is protected by copyright law and
international treaties.

] [ cance

5. When the License Agreement screen appears, read and agree
to the license information; then let the InstallShield Wizard
guide you through the installation process.

15! MRAID - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

To add your onn license text to this dialog, specify your license agreement file in the Dialog
editor.

L Navigate to the User Interface view.

2. Select the LicenseAgreement dislog.

3. Choose to edit the dialog layout.

4. Once in the Dislog editor, select the Memo ScrollableText control.

5. Set FileName to the name of your license agreement RTF file.

\After you buid your release, your license text will be displayed in the License Agreement dialog.

© 1 accept the terms in the license agreement)

() 1 do not accept the terms in the license agreement

Installshield

[ <Back J[ mext> ][ cCanel ]

6. On the Setup Type screen, use the settings to specify these
things: and click on the “"Next” button to continue.

15! MRAID - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Instalishield

[ <Back | mext> ][ cancal |
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e "Complete” to install ArcHTTP and CLI utility at once, check the
first box.

e "Custom” to install special components and change the program
directory. When this "Custom” check box is checked, go to the
Custom Setup screen.

6-1. On the Custom Setup screen, click on an icon to install
special components and click on the "Next” button to
continue.

15! MRAID - InstallShield Wizard
Custom Setup | A ‘

Select the program features you want installed. || V

Click on an icon in the list below to change how a feature is installed.

Feature Description

This feature requires 92KB on
your hard drive.

Install to:

C:\Program Files\MRAIDY 'W
InstallShield
| Help | | Space | | < Back |[ Mext = ] | Cancel |

e ArcHTTP has to be installed for GUI RAID console (McRAID
storage manager) to run. It also runs as a service or daemon in
the background that allows capturing of events for mail and
SNMP traps notification. Refer to the section 5.5 ArcHTTP Con-
figuration on ARC-1689-8N user manual, for details about the
mail and SNMP traps configuration.

¢ CLI (Command Line Interface) provides the functionality
available in MRAID storage manager through a Command Line
Interface. You can set up and manage RAID storage inline. CLI
performs many tasks at the command line. You can download
CLI manual from Areca website.
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7. When you reach the installation page, click on the “Install”

button to continue.

%) MRAID - InstallShield Wizard
Ready to Install the Program ! ‘

The wizard is ready to begi installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard

==

g

Cancel

[ <gack J[_msml ||

J

8. A program bar appears that measures the progress of the

driver installation.

12} MRAID - InstallShield Wizard

Installing MRAID

The program features you selected are being installed.

5

Please wait while the InstaliShield Wizard installs MRAID. This may take
several minutes.

Status:

Cancel

When this screen completes, you have completed the MRAID
installation. If you have no ARC-1689-8N yet installed a "MRAID

Installer Information” message displays.

5 MRAID Installer Information

[0]

Please attach your device to this computer any time
after the installation has finished.

9. After installation is complete, click on the “Finish” button to

exit the InstallShield Wizard.
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15 MRAID - InstallShield Vizard
Instalishield wizard Completed

| The Installshield Wizard has successfully installed MRAID, Clicc
d.

Finish to exit the wizar

10. Once ArcHTTP and CLI have been installed, the ArcHTTP
background task automatically starts each time when you
start your computer. There is one MRAID icon showing on
your “Programs” folder. This icon is for you to start up the
McRAID storage manager (by ArcHTTP) and CLI utility.

The “ArcHTTP Taskbar”ﬁ icon shows on the button of sys-
tem tray by default. Double click “"ArcHTTP Taskbar” to launch
the ArcHTTP Configuration screen. It automatically scans the
localhost RAID units on the system and creates an total Con-
troller icon located in the left column screen. The child element
belonged each RAID adapter appears on the right column screen.
Locate "ARC-1689-8N"” and launch the McRAID storage manager.

e Yo %,
b g& ‘;?‘._ .A rcHTTP Configurations

lopen alllclosa all

= Contraller List
Hame Firmmware Version | Serind Number | Host Interface Mode | HTTF Proxy Part SHMP Prawy Port Settings

1. See the next chapter detailing the McRAID Storage Manager
to customize your RAID volume set.

2. If you need to configure the “System Function” of ArcHTTP,
please refer to section 5.5 ArcHTTP Configuration.
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5.2 For Linux

You should have administrative level permissions to install NVMe
RAID software. This procedure assumes that the NVMe RAID
hardware and Linux are installed and operational in your system.

The following installation procedure explains how to install the
NVMe RAID software for Linux. The ArcHTTP proxy server for the
NVMe RAID adapter card can download from the https://www.
areca.com.tw. The firmware embedded McRAID storage manager
can configure and monitor the NVMe RAID adapter via ArcHTTP
proxy server.

1. Login as root. Copy the ArcHTTP file to a local directory.
Download from the www.areca.com.tw or from the email
attachment.

2. You must have administrative level permissions to install and run
RAID adapter ArcHTTP proxy server software. This procedure
assumes that the NVMe RAID hardware and driver are installed
and operational in your system.

The following details are the installation procedure of the tri-
mode RAID adapter for Linux ArcHTTP proxy server software.

(a). Run the ArcHTTP proxy server by using the following
command:
Usage: ./archttp32 (TCP_PORT) or ./archttp64 (TCP_PORT).
It depends on your OS version.
Parameters: TCP_PORT value= 1~65535 (If TCP_PORT
assigned, ArcHTTP will start from this port. Otherwise, it will
use the setting in the archttpsrv.conf or default 81). This
is the port address assigning for the ArcHTTP configuration
(Cfg Assistant). Such as: archttp64 1553

(b). ArcHTTP server console started, Controller card detected
then ArcHTTP proxy server screen appears.
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(c).

(d).

Copyright (c) 2004-2024 Areca, Inc. All Rights Reserved.
Areca HTTP proxy server, Version: v3.0.0, Arclib: 390, Date:
Oct23 2024

Starting HTTP Proxy Server...Please wait(MAX = 5 minutes)
Controller(s) list

Cfg Assistant : Listen to port[81].

Controller[1](NVME) : Listen to port[82].

Binding IP: [0.0.0.0]

Note: IP[0.0.0.0] stands for any ip bound to this host.
HUEBRBBHHAAHH R R R B HHAAHH R LR RHHHAHHE

Press CTRL-C to exit program!!
HUEBRBBHHAAHH R R R B HHAAHH R LR RHHHAHHE

If you need the “Cfg Assistant”, please refer to section 5.5
ArcHTTP Configuration.

Launch your McRAID storage manager by entering http://
[Computer IP Address]:[Port Number] in the web browser.
For detailing about McRAID storage manager to customize
your RAID volume set is discussed in Chapter 6.
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5.3 For FreeBSD

You must have administrative level permissions to install NVMe
RAID software. This procedure assumes that the NVMe RAID
hardware and FreeBSD are installed and operational in your
system.

The following installation procedure explains how to install the
NVMe RAID software for FreeBSD. The ArcHTTP proxy server for the
NVMe RAID adapter card can download from the https://www.
areca.com.tw. The firmware embedded McRAID storage manager
can configure and monitor the NVMe RAID adapter via ArcHTTP
proxy server.

1. Login as root. Copy the ArcHTTP file to a local directory.
Download from the www.areca.com.tw or from the email
attachment.

2. This procedure assumes that the NVMe RAID hardware and
driver are installed and operational in your system.The following
details are the installation procedure of the NVMe RAID adapter
ArcHTTP proxy server software.

(a@). Run the ArcHTTP by using the following command:
Usage: ./archttp32 (TCP_PORT) or ./archttp64 (TCP_PORT).
It depends on your OS version.
Parameters: TCP_PORT value= 1~65535 (If TCP_PORT
assigned, ArcHTTP will start from this port. Otherwise, it will
use the setting in the archttpsrv.conf or default 81). This
is the port address assigning for the ArcHTTP configuration
(Cfg Assistant). Such as: archttp64 1553

(b). ArcHTTP server console started, Controller card detected
then ArcHTTP proxy server screen appears.
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Copyright (c¢) 2004-2024 Areca, Inc. All Rights Reserved.
Areca HTTP proxy server, Version: v3.0.0, Arclib: 390, Date:
Oct 23 2024

Starting HTTP Proxy Server...Please wait(MAX = 5 minutes)
Controller(s) list

Cfg Assistant : Listen to port[81].

ARCHTTP PROXY SERVER INSTALLATION
Controller[1](NVME) : Listen to port[82].

Binding IP: [0.0.0.0]

Note: IP[0.0.0.0] stands for any ip bound to this host.
HHHBBHHBBHBHHBHHBH AR HHBHBRHB RS

Press CTRL-C to exit program!!
HHHBBHHBRHBHHBHHBH AR HHBHBRHH RS

(c). If you need the “Cfg Assistant”, please refer to section 5.5
ArcHTTP Configuration.

(d). Launch your McRAID storage manager by entering http://
[Compute IP Address]:[Port Number] in the web browser.
For detailing about McRAID storage manager to customize
your RAID volume set is discussed in Chapter 6.
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5.4 For macOS

This section describes detailed instructions for installing the Areca
Mac utility on your Apple Thunderbolt capable machine. You must
have administrative level permissions to install macOS utility. This
can be done in just a few steps!

1. Download the install-mraid installer from the website at
“https://www.areca.com.tw/support/downloads.html!”, the
file name begins with “install-mraid” followed by the version
control.

2. Navigate to your Downloads folder and double-click the
install-mraid software. The Installer will open.

e [RE————

3. Click on the "Continue" button to begin the installation.

X ] & Install MRAID a)

Welcome to the MRAID Installer

You will be guided through the steps necessary to install this
software.
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4. If you have no need to change the install location or select to
install special components, you can skip the step 4-1 and
step 4-2, just click on the "Install" button to continue the
standard (default) installation procedure.

@ Install MRAID a)

® |Introduction

® Destination Select

Installation Type

Installation

Summary

Standard Install on "Mac0S1203"

This will take 2.3 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “Mac0851203"

4-2 choose special components

4-1 change install location

I\ Change Install Location... l

4-1. Click on the "Change Install Location" button to select
the disk where you want to install the MRAID software.

@

Intreduction
@ Destination Select

Installation Type

& Install MRAID =]

Select a Destination

Select the disk where you want to install the
MRAID software.

= | — " t—
s B
1014rel 1014 Macintosh HD

65.74 GB available
149.89 GB total

69.32 GB available
137.6 GB total

576.37 GB avallable
610.89 GE total

Installing this software requires 2.5 MB of space.

You have chosen to install this software on the disk “1014rel".

Continue
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4-2, Click on the "Customize" button to choose special
components. Click on an icon to install special
components and click the “Install” button to continue.

« Install MRAID

Custom Install on "Mac051203"

#® |ntroduction

Package Name

| Action | size |

® Destination Select
® Installation Type
Installation

Summary

MRAID
archttp64

Upgrade 2.3MB
Upgrade 4 KB

Space Required: 2.3 MB

Standard Install |

Remaining: 203.42 GB

| GoBack || Install |

e MRAID is included below two applications.

- ArcHTTP has to be installed for GUI RAID console

(McRAID

storage manager) to run. It also runs as a service or
daemon in the background that allows capturing of
events for mail and SNMP traps notification. Refer to
the chapter 5 ArcHTTP Configuration on ARC-1689series
user manual, for details about the mail and SNMP traps

configuration.

- CLI (Command Line Interface) provides the functionality
available in MRAID storage manager through a Command
Line Interface. You can set up and manage RAID storage
inline. CLI performs many tasks at the command line.
You can download CLI manual from Areca website.

e ArcHTTP64 is required for ArcHTTP runing as a service or
daemon, and have it automatically start the proxy for all

controllers found.
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5. Enter your system password and click the “"Install Software”

button.
Install MRAID i
® Introduction i |4 pmputer.
@ Destination Select lation of this software
#® Installation Type Installer

Installer is trying to install new software.
Installation

Summary Enter your password to allow this

[ tsd 1

= )

Install Software

‘ Cancel |

Change Install Location... |

[ Customize | | GoBack || Install |

6. The system will need to be restarted when the installation is
complete. Click "Continue Installation” button.

When this software finishes installing, you
W must restart your computer. Are you sure
ﬁ you want to install the software now?

Cancel Continue Installation
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7. A program bar appears that measures the progress of the
driver installation.

w Install MRAID =

Installing MRAID

Introduction
Destination Select
Installation Type

spmaAlion Registering updated components...

Install time remaining: Less than a minute

8. When this screen shows, you have completed the installation
and click on the "Restart" button to reboot your computer
in order to complete installation.

(@ ® @ Install MRAID a)

The installation was completed successfully.

® Introduction

® Destination Select
® Installation Type
@ Installation

® Summary

The installation was successful.

The software was installed.

o Back

9. There is a MRAID folder icon showing on your desktop. The
folder contains two items (ArcCLI64 and ArcHTTP64) that are

for you to launch the MRAID storage manager.
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5.5 ArcHTTP Configuration

The ArcHTTP proxy server will automatically assign one addi-
tional port for setup its configuration. If you want to change the
“archttpsrv.conf” setting up of ArcHTTP proxy server configuration,
for example: General Configuration, Mail Configuration, and SNMP
Configuration, please start Web Browser http:\\localhost: Cfg As-
sistant. Such as http:\\localhost: 81. The port number for the first
adapter McRAID storage manager is ArcHTTP proxy server configu-
ration port number plus 1.

AR w&;ﬁ

g.a.._:f-ﬁ r lr‘_r-HrP (,rm‘rqur ations

] — — = — |

& Cantroller List

Firwware Vorsion | Serisl Rumber | Host Interface Mode | HTTP Praxy Port SHMP Proxy Part Setings

. I
mm:ﬁ& » ?‘l Ar(HT’F’ C‘om;aum!;c)fs — -

|open all|close all|

] confirm The Operation

Subeh

1. Binding Ip:
Restrict ArcHTTP proxy server to bind only single interface (If
more than one physical network in the server).

2. HTTP Port#:
Value 1~65535. Click on the “check box” to enable the SSL.

3. SNMP Proxy Port (For SNMP GET, GET NEXT and WALK):
The ArcHttp can send get requests to an SNMP agent to obtain
data. After receiving a get request, the SNMP agent executes
the corresponding instruction in the MIB and sends the result
to the ArcHttp. It does not need a subagent.
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4. Display HTTP Connection Information to Console:
Select “Yes" to show Http send bytes and receive bytes
information in the console.

5. Scan PCI Device:

Select “Yes” for ARC-1XXX series adapter.

6. Scan RS-232 Device:

Select "No” for ARC-1XXX series adapter.

7. Scan Inband Device:

Select "No” for ARC-1XXX series adapter.

8. Event Log File Name:

Redefine the file name for "Collect Data" function.

Many users require that email notifications be sent to the
appropriate administrators when an alert is detected. To set up
your mail servers, click on the “Mail Configuration” link. The
“SMTP Server Configurations” allows you to define settings for
your mail server. This setup screen is shown as below:

The following article describes a best practice methodology for
setting this up in the "SMTP Server Configurations”.
1. SMTP Server Configuration:
SMTP Server IP Address: Enter IP address or domain name of
the SMTP server to configure your mail program correctly.
Ex: 192.168.0.2. or smtp.gmail.com
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2. Mail Address Configurations:
Sender Name: This is the sender name that the e-mail alerts
will appear to be coming from.
Ex: RaidController_1.
Mail address: This is the mail address that the e-mail alerts
will appear to be coming from, but don’t type IP to replace
domain name.
Ex: RaidController_1@areca.com.tw.
Account: Enter the valid account if your SMTP mail server
requires authentication.
Password: Enter the valid password if your SMTP mail server
requires authentication.

3. Event Notification Configurations:
This step involves setting up of notification rules. Notification
rules instruct ArcHTTP on the notifications that should be sent
when certain types of alerts are detected.
MailTo Name: Enter the alert receiver name that will be shown
in the outgoing mail.
Mail Address: Enter the receiver's e-mail address. This is the
address you want the e-mail alerts sent to.
Ex: admin@areca.com.tw.
According to your requirement, set the corresponding event
level:
Disable Event Notification: No event notification will be sent.
Urgent Error Notification: Send only urgent events.
Serious Error Notification: Send urgent and serious events.
Warning Error Notification: Send urgent, serious and warning
events.
Information Notification: Send all events.
Notification For No Event: Notify user if no event occurs within
24 hours.

e SNMP Traps Configuration:

This section discusses how to enable the SNMP traps on your
RAID adapter, and how to control the sending of SNMP traps
from the ArcHTTP. To send the SNMP traps to client SNMP
manager such as Net-SNMP manager using the IP address
assigned to the operating system, you can simply use the SNMP
function on the ArcHTTP. The ArcHTTP only provides to send the
trap without needing to install the SNMP extension agent on the
host.

. .|
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A AT v

S X o3 I:; ArcHTTP Configurations

The following article describes a best practice methodology
for setting this up in the "SNMP Traps Configurations”.

1. SNMP Trap Configurations
Enter the SNMP trap IP address.

2. SNMP System Configurations
Community name acts as a password to screen accesses to
the SNMP agent of a particular network device. Type the
community names of the SNMP agent in this field. Most
network devices use “public” as default of their community
names. This value is case-sensitive.

3. SNMP Trap Notification Configurations
Event Notification Table refers to Appendix C. Before the client
side SNMP manager application accepts the RAID storage
traps, it is necessary to integrate the MIB into the manage-
ment application’s database of events and status indicator
codes. Ensure the compilation process successfully integrates
the contents of the areca_sas.mib file into the traps database.
The MIBs file can download from https://www.areca.com.tw.
Each RAID adapter needs to have its own MIBs file. Areca
provide 4 adapters MIBs file for users. User can request it if
more adapters install on one system.

Note: A

After you confirm and submit configurations, you can use
"Generate Test Event" feature to make sure these settings
are correct.
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e Rescan Device Configuration:

The ArcHTTP scans the RAID adapters on the system and

creates an individual RAID adapter icon located on left column

of the "ArcHTTP Configurations" screen. If any RAID adapter is
missed at system start-up, then you can use the "Rescan Device"
function to rescan the targets to allow a missed RAID storage to

be added.
AR “3“
T“”"f*‘%r’ Sid e AICHTTP Conf'rgurat.tons
apenallicasealll |

= Do ¥ou Want To Kescan Controller?

F-= System Functions

21 Conligarativn

arfigumtian = =
confirm The Operation

Trap Configueation

sikraller Subenit | [ Reset |

Mote: After The Rescan Is Complete, The Grder OF The Controllers May Be Changed

) Tnfarmatian

¢ Collect Support Data:

The “Collect Support Data” option on the ArcHTTP is used to
download all adapter’s information (system information, raid/
volume information, disk information and hardware information)
to MRAID directory (file name:ctlrxx-xxxxx.log). It will be

automatically started when URGENT or SERIOUS event has
occurred.

T AT VK
i X o AICHTTP Conf'rgurat.tons

lopen all|chase all|  |[BRe i h b e

= Do You Want To Collect Support Data?

LM Confirm The Operation
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6. Web Browser-based Configuration

Before using the firmware-based browser McRAID storage manager, do
the initial setup and installation of this product. If you need to boot up
the operating system from a RAID volume set, you must first create a

RAID volume by using McBIOS RAID Setup Utility. Please refer to sec-

tion 3.3 Using Quick Volume /Raid Setup Configuration for information

on creating this initial volume set.

The McRAID storage manager is firmware-based utility, which is acces-
sible via the web browser installed on your operating system. The web
browser-based McRAID storage manager is a HTML-based application,

which utilizes the browser (Edge, Chrome and Mozilla etc.) installed on
your monitor station.

It can be accessed through the in-band PCle bus or out-of-band LAN
port. ArcHTTP is used to launch the in-band web browser-based
McRAID storage manager. The firmware-embedded web browser-based
McRAID storage manager allows local or remote to access it from any
standard internet browser via a LAN or WAN with no software or
patches required.The firmware contains SMTP manager monitors all
system events and user can select either single or multiple user notifi-
cations to be sent via LAN with “Plain English” e-mails. The firmware-
embedded SNMP agent allows remote to monitor events via LAN with
no SNMP agent required.

Use the McRAID storage manager to:

e Create RAID set.

e Expand RAID set.

e Define volume set.

¢ Modify volume set.

e Modify RAID level/stripe size.

e Define pass-through disk drives.
e Define Host DirectIO disk drives.
e Modify system function.

e Designate drives as hot spares.
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6.1 Start-up McRAID Storage Manager

With McRAID storage manager, you can:

¢ Locally manage a system containing a supported RAID adapter
that has Windows or macQS, ArcHTTP and a supported browser.

e Start-up from Windows/Mac Local Administration

Once ArcHTTP and CLI have been installed, the ArcHTTP - back
ground task automatically starts each time when you start your
computer. There is one MARID icon showing on Mac “Desktop”

or one “ArcHTTP Taskbar” B8 icon showing on Windows
system tray. This icon is for you to start up the ArcHTTP (launch
the McRAID storage manager). When you click on the
ArcHTTP64 from MRAID or "ArcHTTP Taskbar” from system
tray, it shows all RAID adapters available on the host system
and create an individual RAID adapter icon located on left
column of the "ArcHTTP Configurations” screen. This RAID
adapter icon is for user to launch the selected RAID adapter
web browser McRAID storage manager.

03 Numibes Hast Interface Mode HTTE Prosy Port | SNMP Proxy Port

The “Enter Network Password” dialog screen appears, type the
User Name and Password. The RAID adapter default User Name
is "admin” and the Password is “"0000". After entering the user
name and password, press Enter key to access the McRAID
storage manager.

e Start-up McRAID Storage Manager from Linux/
FreeBSD Local Administration

To configure the internal NVMe RAID adapter. From McRAID

107




WEB BROWSER-BASED CONFIGURATION

storage manager, you need to know its IP address. You can
find the IP address assigned by the ArcHTTP proxy server
installation: Binding IP:[X.X.X.X] and adapter listen port. See
chapter 5.2/5.3 for ArcHTTP proxy server installation.

1. You can click on the individual adapter icon located on left
column of the “"ArcHTTP Configurations” screen or Launch
your McRAID storage manager by entering http://[Computer
IP Address]:[Port Number] in the web browser.

2. When connection is established, the "System Login" screen
appears. The NVMe RAID adapter default user name is
“admin” and the password is “*0000".

e Start-up from Ethernet Port (Out-of-Band)

The ARC-1689-321 RAID adapter also offers an alternative out-
of-band method for McRAID storage manager. User can access
the built-in configuration without running the ArcHttp proxy
server on the host system. The web browser-based McRAID
storage manager is a HTML-based application, which utilizes the
browser installed on your remote system. To ensure proper
commu-nications between the NVMe RAID adapter and McRAID
storage manager, please connect the tri-mode RAID adapter
LAN port to any LAN switch port.

The RAID storage has embedded the TCP/IP & web browser-
based McRAID storage manager in the firmware. User can re-
mote manage the NVMe RAID adapter without adding any

user specific software (platform independent) via standard web
browsers directly connected to the 10/100Mbit RJ45 LAN port.

To configure NVMe RAID adapter on a remote machine, you
need to know its IP address. The IP address is default shown on
the LCD initial start-up screen and McBIOS "System Informa-
tion’ option. Launch your McRAID storage manager by entering
http://[IP Address] in the web browser.

Note: N

You can find adapter Ethernet port IP address in McBIOS
RAID setup utility “System Information” option.
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6.2 McRAID Storage Manager

The following login screen is displayed in the browser. This screen
displays the initial start-up configuration.

L &,
Sh e X ot . Areca Technology Corporation
|open all|chose all,

» RaidSet Hierarchy
RAID Set Devices Volume Set{Chy/Id/Lun) Volume State Capacity

« Enclosure#1 1 RAID Adapter V1.0
Device Usage Capacity Link Coistral Link Status Errars

The RaidSet Hierarchy displays the “Raid Set List”, "Volume Set
List”, and “Physical Disk List”. The RAID set information, volume set
information, and drive information can also be viewed by clicking
on the “"RAID Set Hierarchy” on the main menu screen.

¢ To display RAID set information, move the mouse cursor to the
desired RAID set number, then click on it. The RAID set informa-
tion will be displayed.

¢ To display volume set information, move the mouse cursor to the
desired volume set humber, then click on it. The volume set
information will be displayed.

¢ To display drive information, move the mouse cursor to the
desired physical drive number, then click on it. The drive infor-
mation will be displayed. Use this feature to view the RAID switch
adapter current physical NVMe device information. The firmware
can monitor and check the current attached device status. It
includes slot control capabilities, slot link status, transaction error
count reports and device information.
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6.3 Main Menu

The main menu shows all available functions, accessible by clicking
on the appropriate link.

Individual Category

Description

Quick Function

Create a default configuration, which is based on the
number of physical disks installed; it can modify the
volume set Capacity, Raid Level, and Stripe Size.

Raid Set Functions

Create a customized RAID set.

Volume Set Functions

Create customized volume sets and modify the existed
volume sets parameter.

Physical Drives

Create pass through disks and modify the existing pass
through drives parameters. Also provides the function to
identify disk drives (blinking fault LED).

System Controls

Setting the RAID system configuration.

Information

Viewing the adapter information. The Raid Set Hierarchy
can be viewed through the “Raid Set Hierarchy” item.

6.4 Quick Function

The Quick Create option configures the arrays with just a few steps.
Although drives of different sizes may be used in the array, Quick
Create will only operate upon drives of the same physical size.The
number of physical drives in the NVMe RAID adapter determines
the Raid Levels that can be implemented with the RAID set. You
can create a RAID set associated with exactly one volume set. The
user can change the Raid Level, Capacity, Initialization Mode, and
Stripe Size. A hot spare option is also created, depending on the
exist configuration. Tick on the “Confirm The Operation” check box
and click on the “"Submit” button in the “Quick Create” screen, the
RAID set and volume set will start to initialize.

A
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Note: N

In “Quick Create”, your volume set is automatically configured
based on the number of disks in your system. Use the “Raid
Set Functions” and “Volume Set Functions” if you prefer to
customize your volume set.

6.5 Raid Set Functions

Use the “Raid Set Function” and “Volume Set Function” if you pre-

fer to customize your volume set. Manual configuration can provide
full control of the RAID set settings, but it will take longer to com-

plete than the “Quick Volume/Raid Setup” configuration. Select the
“Raid Set Function” to manually configure the RAID set for the first
time or delete and reconfigure existing RAID sets. (A RAID set is a

group of disks containing one or more volume sets.)

6.5.1 Create Raid Set

To create a RAID set, click on the “Create Raid Set” link. A “Select
The Drive For RAID Set” screen is displayed showing the drive(s)
connected to the current adapter and enclosures. Click on the
selected physical drives within the current RAID set. Enter 1 to 15
alphanumeric characters to define a unique identifier for a RAID
set. The default RAID set name will always appear as “Raid Set
#". Tick on the “Confirm The Operation” check box and click on
the “"Submit” button on the screen; the RAID set will start to ini-
tialize. If you have available disk member, you can repeat above
procedures to define another RAID sets.

A AR v

mb ol & oid 1 Areca
Jopen all|close all| b

= Select The Drives For RALD Sat
» Enclosure#1 : RAID Adapter V1.0

o
Slot=
Slot=
Slot=
Slot=
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6.5.2 Delete Raid Set

To delete a RAID set, click on the “Deleted Raid Set” link. A “Se-
lect The RAID Set To Delete” screen is displayed showing all exist
RAID sets in the current adapter. Click on the RAID set num-

ber which you want to delete in the select column on the delete
screen. Then, click on the “Confirm The Operation” check box and
click on the “"Submit” button in the screen to delete it. The volume
sets included in the “Delete RAID Set”. It will be deleted by this
action.

A AT
i'-:lm;f:@;%w&‘ il

|opan alliclose all]

= Select The Raid Set To Delete

Select Raid Sel Name Membrer Disks Raid State
f faid Set * 000 22 Hormal
r Raid Set = 00 33 Hormal

T Confirm The Operation, VolurmeSet In This RaidSet Will Also Be Delated

Submi | Resst |

6.5.3 Expand Raid Set

Instead of deleting a RAID set and recreating it with additional
disk drives, the “"Expand Raid Set” function allows the users to
add disk drives to the RAID set that have already been created.
To expand a RAID set:

AR Ve
i iR A Areca Techiology-Corparation——————m——-—

ozan =] dose ali| i o o o o o o S e 1

= Salact The Raid Set For Raid Fxpansion

§ Faid Systam Consria

Sulect Haid Sel Name Member Disks | Raidl Stale Capacily
R & n 20?2 tearmal 60.0GE
Raid Set w001 ETEl rarmal 20.0GE

Subrnit | Reael
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Select the “Expand Raid Set” option. If there is an available disk,
then select the target RAID set by clicking on the appropriate
check box. Select the target disk by clicking on the appropriate
check box. Click on the "Submit" button to start the expansion on
the RAID set. The new additional capacity can be utilized by one
or more volume sets. The volume sets associated with this RAID
set appear for you to have chance to modify RAID level or stripe
size. Follow the instruction presented in the "Modify Volume Set ”
to modify the volume sets; operation system specific utilities may
be required to expand operating system partitions.

Note: \

1. Once the “"Expand Raid Set” process has started, user can
not stop it. The process must be completed.

2. If a disk drive fails during RAID set expansion and a spare
is available, an auto rebuild operation will occur after the
RAID set expansion completes.

3. RAID set expansion is a quite critical process, we strongly
recommend customer backup data before expand. Unex-
pected accident may cause serious data corruption.

6.5.4 Offline Raid Set

This function is for customer being able to unmount and
remount a multi-disk volume. All disk drives of the selected
RAID set will be put into offline state and fault LED will be in
fast blinking mode. User can remove those disk drives and
insert those disk drives on the others adapter empty slots
without needing power down the adapter to perform the online
array roaming.

A AR K
[ :fﬂ‘c *»-.'-'l 1‘_] :
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6.5.5 Rename Raid Set

The default RAID set name will always appear as “Raid Set #”
when it is first created by the adapter. The "Rename Raid Set"
function is for customer to rename the default RAID set hame.
To rename a RAID set from a group of RAID sets:

1. Click on the "Rename Raid Set" link.

2. Click on the RAID set check box from the list that you wish to
rename. Click on the “Submit” button. The following screen
appears. Use this option to rename the RAID set name.
as _‘?;R «w‘i}&a

e “ll;, Areca Technology Corporation

6.5.6 Activate Incomplete Raid Set

The following screen is used to activate the RAID set after one
of its disk drive was removed in the power off state.
When one of the disk drives is removed in power off state, the
RAID set state will change to “Incomplete State”. If user wants
to continue to work while the NVMe RAID adapter is powered on,
the user can use the “Activate Incomplete Raid Set” option to
active the RAID set. After user selects this function, the Raidset
state will change to “"Degraded Mode” and Volumes in this
Raidset will appears with corresponding state.
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6.5.7 Create Hot Spare

When you choose the “Create Hot Spare” option in the “Raid Set
Function”, all unused physical devices connected to the current
adapter appear. Select the target disk by clicking on the appro-
priate check box. Tick on the “Confirm The Operation” check box
and click on the “Submit” button in the screen to create the hot
spares. The “Create Hot Spare” gives you the ability to define a
global or dedicated hot spare. Unlike “Global Hot Spare” which
can be used with any RAID sets, “"Dedicated Hot Spare” can only
be used with a specific RAID set or Enclosure. When a disk drive
fails in the RAID set or enclosure with a dedicated hot spare is
pre-set, data on the disk drive is rebuild automatically on the

dedicated hot spare disk.
A AR VA
i . 'g,-ff';;-Areeffa Tec;’mglﬁgy quporation

lopen all|close all|
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E-£3 Quick Function = Enclosure#1 : RAID Adapter V1.0

{) Quick Create o 1000.2GB NVMe CT1000T7005SSD3 (SED)
E-£3 RAID Set Functions
) Create RAID Set
+{) Delete RAID Set
{J) Expand RAID Set
) Offline RAID Set
) Rename RAID Set
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(] System Controls
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6.5.8 Delete Hot Spare
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1000.2GB N MP700 ELITE (SED)
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The Hot Spare Type

Global Hot Spare
-| Dedicated To RaidSet

Dedicated To Enclosure |-

Select the target hot spare disk to delete by clicking on the appro-
priate check box. Click on the “Confirm The Operation” check box
and click on the “Submit” button on the screen to delete the hot

spares.
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6.5.9 Rescue Raid Set

When the system is powered off in the RAID set update/creation
period, the configuration possibly could disappear due to this
abnormal condition. The "RESCUE” function can recover the miss-
ing RAID set information. The RAID adapter uses the time as the
RAID set signature. The RAID set may have different time after
the RAID set is recovered. The “"SIGANT” function can regenerate
the signature for the RAID set.

e *\‘“ 1,?"& ” ’

g Rt
gnaiee HRddSet [s Recoversd

Note: A

Please contact us to make sure if you need to use rescue
function. Improperly usage may cause configuration
corruption.
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6.6 Volume Set Functions

A volume set is seen by the host system as a single logical device.
It is organized in a RAID level with one or more physical disks.
RAID level refers to the level of data performance and protection of
a volume set. A volume set capacity can consume all or a portion
of the disk capacity available in a RAID set. Multiple volume sets
can exist on a group of disks in a RAID set. Additional volume sets
created in a specified RAID set will reside on all the physical disks
in the RAID set. Thus each volume set on the RAID set will have its
data spread evenly across all the disks in the RAID set.

The following is the volume set features for the NVMe RAID adapt-
er.

1. Volume sets of different RAID levels may coexist on the same
RAID set and up to 128 volume sets per adapter.

2. Up to 128 volume sets can be created in a RAID set.

3. The adapter is capable of 64-bit LBA mode and 4K block mode.

6.6.1 Create Volume Set

To create volume set from RAID set system, move the cursor bar
to the main menu and click on the “Create Volume Set” link. The
“Select The Raid Set To Create On It” screen will show all RAID
set number. Click on a RAID set number that you want to create
and then click on the “Submit” button.

The new create volume set attribute allows user to select the Vol-
ume Name, RAID Level, Capacity, Logic Block Size, Initialization
Mode, Strip Size, Write Protect, and SCSI Channel/SCSI ID/SCSI
Lun.

Note: N\

The currently firmware is only exposed 16 volumes to the
operating system (0S):

1.ID:0~1

2. LUN:0~7.
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A AR vk

b e X ﬂ:‘} 1 Areca Technology Corporation

|apen all|close all]

» Enter The Volume Attribute

ARC-1652-VOLSO0D

Delete ISE RAID Set

® Volume Name
The default volume name will always appear as "ARC-1689-
VOL”. You can rename the volume set providing it does not
exceed the 15 characters limit.

® Volume Raid Level
Set the Raid Level for the volume set. Highlight the desired
RAID Level from the available RAID levels option.

There are two circumstances when you choose RAID level 1
function:

RAID 1-Simple Mirroring is also known as “two disk mirror”;
If your RAID set has two disks, data written on one disk drive
is simultaneously written to another disk drive.

RAID 1-Multi Mirroring is also known as “triple disk mirror”;
If your RAID set has three disks, data written on one disk
drive is simultaneously written to another two disk drives.

® Capacity
The maximum volume size is the default initial setting. Enter
the appropriate volume size to fit your application.

® Logic Block Size
Controller uses the "Logic Block Size" sub-menu to set the
volume capacity and sector size. It supports option: "Auto"
and "4K Block".
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- Auto
This option uses 16 bytes CDB instead of 10 bytes. The
maximum volume capacity up to 512TB. For any hard disk
drives working in the 4K native mode in the Raid set, the
volume set directly sets and exposes 4KB sector size to the
operating system.

This option works on different OS which supports 16 bytes
CDB.

- 4K Block
This option uses 16 bytes CDB and changes the sector size

from default 512 bytes to 4k bytes.

e Initialization Mode
“Trim And Clear" , there is no initialization on this volume.
“No Init" is for customer to rescue volume without losing data
in the disk.

Note: N

Controller starts to initialize the volume in two conditions
1. Stay in adapter bios setup utility or
2. Boot into OS and the adapter driver loaded.

® Stripe Size
This parameter sets the size of the stripe written to each disk
in a RAID 0, 1 or 10 logical drive. You can set the stripe size
to 64 KB, 128 KB, 256KB, 512KB, or 1024KB. A larger stripe
size produces better read performance, especially if your
computer does mostly sequential reads. However, if you are
sure that your computer does random reads more often, se-
lect a smaller stripe size.

® Volume Write Protection
When "Volume Write Protection” is enabled on the "Create
Volume Set", host commands fail if they are issued to a
volume in that RAID adapter and attempt to modify a
volume's data or attributes. Volume Write Protection is used
primarily for customer-initiated disaster recovery testing.
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e SCSI Channel/SCSI ID/SCSI Lun
SCSI Channel: The NVMe RAID adapter function is simulat-
ed as a external SCSI RAID adapter. The host bus is repre-
sented as a SCSI channel. Choose the SCSI Channel.

SCSI ID: Each SCSI device attached to the SCSI card, as well
as the card itself, must be assigned a unique SCSI ID number.
A SCSI channel can connect up to 15 devices. The NVMe
RAID adapter is a large SCSI device. Assign an ID from a list
of SCSI IDs.

Note: N

The currently firmware is only exposed 16 volumes
(ID:0~1) to the operating system (0OS).

SCSI LUN: Each SCSI ID can support up to 8 LUNs. Most
SAS adapters treat each LUN like a SAS disk.

6.6.2 Delete Volume Set

To delete a volume from RAID set, move the cursor bar to the
main menu and click on the “Delete Volume Set” link. The “Se-
lect The Raid Set To Delete” screen will show all RAID set num-
bers. Click on a RAID set humber and the “Confirm The Opera-
tion” check box and then click on the “"Submit” button to show all
volume set items in the selected RAID set. Click on a volume set
number and the “Confirm The Operation” check box and then click
on the “Submit” button to delete the volume set.

on m ¥ ¥
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|open all|close all|
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6.6.3 Modify Volume Set

To modify a volume set from a RAID set:

1. Click the “Modify Volume Set” link.

2. Click the volume set check box from the list that you wish to
modify. Click the “"Submit” button. The following screen appears.
Use this option to modify the volume set attributes.

After you complete the modification, click the “"Confirm The
Operation” check box and click the “Submit” button to complete
the action. The user can only modify the last volume set
capacity.

*\ M W 4,
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6.6.3.1 Volume Growth

Use “Expand RAID Set" function to add disk to a RAID set. The
additional capacity can be used to enlarge the last volume set
size or to create another volume set. The “"Modify Volume Set”
function can support the “Volume Modification” function. To
expand the last volume set capacity, move the cursor bar to
the ™ Capacity” item and entry the capacity size. When finished
the above action, click on the "Submit" button to complete the
action. The last volume set starts to expand its capacity. If you
have free spaces from reserved or delete volumes, you can
enlarge the last volume set size before the free spaces.
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To expand an existing volume noticed:

e Only the last volume can expand capacity.

e When expand volume capacity, you can’t modify stripe size or
modify RAID level simultaneously.

® You can expand volume capacity, but can’t reduce volume
capacity size.

For greater 2TB expansion:

e Expand over 2TB used LBA64 mode. Please make sure your
OS supports LBA64 before expand it.

6.6.3.2 Volume Set Migration

Migrating occurs when a volume set is migrating from one RAID
level to another, when a volume set strip size changes, or when
a disk is added to a RAID set. Migration state is displayed in the
volume state area of the "RAID Set Hierarchy” screen.

AR e 4
wite 2l & cid b Areca Technology Corporation
|open all|close all|

= Raidsat Hisrarchy

1
5 RAID Set Devices Volume Set{Ch/Td/tun)  Volume State Capacity

 Enclosure#] ; Areca VirtualSES RON1(12){30014095 2881 A000]
Davice usage |capacity Modsd

Note: N

Power failure may damage the migration data. Please
backup the RAID data before you start the migration
function.

6.6.3.3 Volume Write Protection

When "Volume Write Protection" is enabled on the "Modify
Volume Set", host commands fail if they are issued to a volume
in that RAID adapter and attempt to modify a volume's data

or attributes. Volume Write Protection is used primarily for
customer-initiated disaster recovery testing.
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6.7 Security Function

The “Security Function” on the new firmware supports Self-En-
crypting Disks (SED) for protection of data against loss or theft of
SEDs. Protection is achieved by the use of encryption technology
on the drives. The McRAID storage management allows SED keys
to be created and managed as well as create/delete RAID sets. The
following section provides the “Security Function” instructions to
perform the custom configuration tasks. All SED functions are inte-
grated into the intuitive and user friendly McCRAID manager inter-
face for easy access. Choose this option from the main menu and
then perform the operations listed below.

6.7.1 Create SED RAID Set

AR
e 0
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To create a SED RAID set, click on the “Create SED Raid Set”
link. A “Select The Drive For SED RAID Set” screen is displayed
showing the SED drive(s) connected to the current adapter and
enclosures. Click on the selected physical drives within the cur-
rent RAID set. Enter 1 to 15 alphanumeric characters to define a
unique identifier for a SED RAID set. The default RAID set name
will always appear as “Raid Set #". Tick on the “Confirm The
Operation” check box and click on the “"Submit” button on the
screen; the RAID set will start to initialize. If you have available
disk member, you can repeat above procedures to define another
RAID sets. The Max 128 Volumes is the default mode for RAID
adapter. The currently firmware is only exposed 16 volumes to
the operating system (0OS): ID:0~1
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6.7.2 Delete SED RAID Set
> Amt
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A SED RAID Set is a RAID Set that has been locked on a adapter
that holds a security key. When you delete existing SED RAID
sets, there has one option available to perform an Instant Secure
Erase. The “Secure Erase The Member Disks” function is the pro-
cess of permanently erasing all data on the SED disks and reset-
ting the security attributes. The data on the SED disk is lost.

To delete a SED RAID set, click on the “"Deleted Raid Set” link; a
“Select The SED RAID Set To Delete” screen is displayed showing
all exist SED RAID sets in the current adapter. Click on the SED
RAID set number which you want to delete in the select column
on the delete screen. Then, tick on the “Confirm The Operation”
check box and click on the “"Submit” button in the screen to delete
it. The volume sets included in the “Delete SED RAID Set”. It will
be deleted by this action.

6.7.3 Delete ISE RAID Set
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Instant Secure Erase (ISE) or Crypto Erase allows a drive to be
instantly erased using industry-standard commands and options.
An ISE RAID Set is a RAID Set that has been created by a group
of mixing ISE and no-ISE disks using “Create Raid Set” function
on a adapter. When you delete existing ISE RAID sets, there has
one option available to perform an Instant Secure Erase. The “Se-
cure Erase The Member Disks” function is the process of perma-
nently erasing all data on the ISE disks and resetting the security
attributes. The data on the ISE disk is lost.

To delete an ISE RAID set, click on the “"Deleted ISE Raid Set”
link. A “Select The ISE RAID Set To Delete” screen is displayed
showing all exist ISE RAID sets in the current adapter. Click on
the RAID set number which you want to delete in the select col-
umn on the delete screen. Then, tick on the “"Confirm The Opera-
tion” check box and click on the “"Submit” button in the screen to
delete it. The volume sets included in the “Delete ISE RAID Set”.
It will be deleted by this action.

6.7.4 Security Key Setup

The Areca RAID adapters support Self-Encrypting Disks (SED)
for protection of data against loss or theft of SEDs. Protection is
achieved by the SED hard drive that automatically and continu-
ously encrypts the data on the drive without any user interac-
tion. There is one SED key per adapter. You can manage the
SED key under McRAID manager. Local SED key management

in the adapter firmware is designed to protect data from secu-
rity breaches with minimal cost and complexity. The key can be
escrowed in to a file using McRAID manager. Creating and man-
aging SED key is an important part of the cryptographic process.
The key must be kept secret from anyone who should not decrypt
your data. This section describes how to generate and manage
keys.

6.7.4.1 SED Key Management-Creation
There is one SED key per adapter which stores in the adapter

flash memory. Areca provides both automatically or password
methods to generate a key.
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1. SED Key is generated automatically by internal random num-
ber for a SED RAID set use without needing a password in-
put.

2. SED Key is generated by user supplied password for a SED
RAID set use.

Conlitm The Operatinn

Submit | Fesct |

6.7.4.2 SED Key Management-Modification

If you have evidence that the SED key is known to unauthor-
ized users, you can change the SED key again. The “Disable SED
Key” function is used to clear SED key on adapter and RAID set
members.

BOAR Vs ~ . :
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|open all|close all

» SED Key Management
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confirm The Dparation

Submit | Reset |

In some cases, you may want to export a SED key to store on
removable media or to use on a different computer. If you want
to create a backup copy of the SED key or use it on another
computer, you must first export the SED key. Exporting the SED
key puts it in a file (filename.bin) that you can then transfer to
another computer or put in a safe place.
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open all|close all .

d R t P :u SED Key Management

6.7.5 Import Security Key

SED RaidSet created on an Areca RAID adapters can be migrated
to another RAID adapter. If you are importing a RaidSet originally
secured with a SED key, you need to import the foreign SED key
files to secure or unlock that RaidSet. The “Import Security Key”
file is for Raidset Roaming or Change SED Key function. If you
roam a RaidSet from old adapter to another new (with Security
Functions support), the foreign SED key file must be imported
before it can be used.

F AN vWes _
b it Areca Technology

|open all|close all|

1. Select the “Import/Roaming And Set SED Key” option to unlock
the locked disk and change to foreign SED key.

2. Select the “RaidSet Roaming Only” option to unlock the locked
disk and personalize to new adapter’s SED key. If there is an
existing SED key on new adapter, RaidSet is updated with the
new security key. If there is not an existing SED key on new
adapter, RaidSet is updated to unlock RaidSet.
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6.7.6 Erase Failed Disk

To erase the failed encryption-capable physical disk, move the
cursor bar to the main menu and click on the “Erase Failed Disk ”
link. The “Select The Device To Erase” screen will show all failed
encryption-capable physical disks. Click on the failed disk that
you want to erase and then click on the “Submit” button. In case
adapter successfully performs an Instant Secure Erase, it will
erase all data on the encryption-capable physical disk disks and
reset the security attributes. The data on the encryption-capable
physical disk is lost.

6.7.7 RevertSP

SED models will support the RevertSP feature which erases all
data in all bands on the device and returns the contents of all SPs
(Security Providers) on the device to their original factory state.
In order to execute the RevertSP method the unique PSID (Physi-
cal Secure ID) printed on the drive label must be provided. PSID
is not electronically accessible and can only be manually read
from the drive label.
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6.8 Physical Drive

Choose this option to select a physical disk from the main menu
and then perform the operations listed below.

6.8.1 Create Pass-Through Disk

To create pass-through disk, move the mouse cursor to the main
menu and click on the “Create Pass-Through” link. The relative
setting function screen appears. You can select one, dual or three
disks for pass-through disk function. A mirrored pass-through
mode means adapter will be regarded as the hard disk clone func-
tion, a host’s data will write simultaneously into two or three hard
disks in the RAID adapter. If you combine an SSD and HDDs in a
mirrored pass-through hybrid solution, you can get all the reads
from the SSD with SSD speed. A pass-through disk is not con-
trolled by the NVMe RAID adapter firmware, it can’t be a part of

a volume set. The disk is available to the operating system as an
individual disk. It is typically used on a system where the operat-
ing system is on a disk not controlled by the RAID firmware. The
user can also select the Write Protection, Tagged Command Queu-
ing, and SCSI channel/SCSI_ID/SCSI_LUN for this pass-through
disk.

e PR, i1 i Areca Technology Corporation

= Salact The Drive For Pass Through
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[} confirm The Operation
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6.8.2 Modify Pass-Through Disk

Use this option to modify the pass-through disk attribute. The
user can modify the Write Protect, Tagged Command, and SCSI
Channel/ID/LUN on an existing pass-through disk.
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To modify the pass-through drive attribute from the pass-through
drive pool, move the mouse cursor bar and click on the “Modify
Pass-Through” link. The “Select The Pass Through Disk For Modi-
fication” screen appears mark the check box for the pass-through
disk from the pass-through drive pool and click on the “Submit”
button to select drive. When the “Enter Pass-Through Disk Attri-
bute” screen appears, modify the drive attribute values, as you
want. After you complete the selection, mark the check box for
“Confirm The Operation” and click on the “Submit” button to com-
plete the selection action.
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6.8.3 Delete Pass-Through Disk

To delete a pass-through drive from the pass-through drive pool,
move the mouse cursor bar to the main menus and click on the
“Delete Pass Through” link. After you complete the selection,
mark the check box for "Confirm The Operation” and click on the
“Submit” button to complete the delete action.
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6.8.4 Host DirectIO Config

A Host DirectlIO disk is not controlled by the NVMe RAID adapter
firmware and thus cannot be a part of a volume set. The disk is
available directly to the operating system as an individual disk.
It is typically used on a system where the operating system is
on a disk not controlled by the NVMe RAID adapter firmware.
Use “Host DirectIO Config” link, you can select which drives you
want to conifg.
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6.8.5 Clone Disk

Instead of deleting a RAID set and recreating it with larger disk
drives, the “Clone Disk” function allows the users to replace larger
disk drives to the RAID set that have already been created. Click
on the “Clone Disk” option on the “Physical Drives” link to enable
the clone function. If there is an available disk, then the “Select
The Drives For Cloning” screen appears. There are two “Clone
Disk” function options: “Clone And Replace” and “Clone Only.”

-'-.:-;.-,;.:? Technology Corporation
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Clone Disk Procedure

1. Select one of the members as the “Clone Source” (status indi-
cated as Raid Set #) by clicking on the appropriate check box.

2. Select a “Clone Target” (status indicated as Free or Hot Spare)
by clicking on the appropriate check box.

3. If you have available disk member, you can repeat above pro-
cedures to define another clone pair.

4. Select clone type.

The pair number for both the “Clone Source” and the “Clone
Target” will be indicated in the screen. Tick on the “Confirm The
Operation” check box and click on the “Submit” button on the
screen; the adapter will automatically start the cloning process
using the existing “stand-by” (Free or Hot Spare drive) to clone
the source drive (the Raid Set member drive). The cloning pro-
cess percentage will be indicated in the “Volume State” area of
the “Volume Set Information” screen. Completion of the Clone
function process will be indicated by a notification message on the
event log.

6.8.5.1 Clone And Replace
You can enlarge your logical drives by copying and replacing all
member drives with drives of higher capacity. The existing data

in the logical drives is copied onto the new drives, and then the
original members are marked as “Offlined”.

6.8.5.2 Clone Only
The stand-by disk will clone the logical drives without substitut-

ing it. The status of the stand-by drive will be marked as “Of-
flined” after the cloning process. The source drive will remain a

member of the logical drive.

6.8.6 Abort Cloning

Use this function to stop the ongoing clone disk action.
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6.8.7 Set Disk To Be Failed

It sets a normal working disk as “failed” so that users can test
some of the features and functions.
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6.8.8 Activate Failed Disk

It forces the current “failed” disk in the system to be back online.
“Activate Failed Disk” function has no effect on the removed disks,
because a “removed” disk does not give the adapter a chance to
mark it as “Failed”.

Followings are considered as “"Removed-Disk”:

1. Manually removed by user.

2. Losing PHY connection due to bad connector, cable or back-
plane.

3. Losing PHY connection due to disk fail.

Basically, in the eyes of the adapter, the disk suddenly disappears
due to whatever reason will be considered as “Removed-Disk”.

T Failng Device For Acivarion
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6.8.9 Identify Drive

To prevent removing the wrong drive, the selected disk fault
LED indicator will light for physically locating the selected disk
when the “Identify Selected Device” is selected.
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6.9 System Controls
6.9.1 System Config

To set the RAID system function, move the cursor to the main
menu and click on the “"System Controls” link. The “Raid System
Function” menu will show all items, and then select the desired
function.

|open all|close all|
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Confirm The Operation
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e System Beeper Setting
The “System Beeper Setting” function is used to “Disabled” or
“Enabled” the NVMe RAID adapter alarm tone generator.

e Background Task Priority
The “Background Task Priority” is a relative indication of how
much time the adapter devotes to a rebuild operation. The
NVMe RAID adapter allows the user to choose the rebuild
priority (UltraLow, Low, Medium and High) to balance volume
set access and rebuild tasks appropriately. For high array per-
formance, specify a “Low” value.

e JBOD/RAID Configuration
JBOD is an acronym for “Just a Bunch Of Disk"”. A group of
NVMe disks in a RAID box are not set up as any type of RAID
configuration. All NVMe drives are available to the operating
system as an individual disk. JBOD does not provide data
redundancy. User needs to delete the RAID set, when you
want to change the option from the RAID to the JBOD
function.

1
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JBOD Controller I0: All NVMe drives in "JBOD Controller IO
are controlled by the NVMe RAID adapter firmware and thus
cannot be a part of a volume set.

JBOD Host Direct I0: All attached NVMe drives in “JBOD Host
Direct I0” mode are not controlled by the NVMe RAID adapter
firmware and thus cannot be a part of a volume set. The disk
is available directly to the operating system as an individual
disk. It is typically used on a system where the operating
system is on a disk not controlled by the NVMe RAID adapter
firmware.

Max Command Length
Max Command Length is used to set a "best" 10 size for the
RAID adapter.

Auto Activate Incomplete Raid

When some of the disk drives are removed in power off state
or boot up stage, the RAID set state will change to “Incom-
plete State”. But if a user wants to automatically continue to
work while the NVMe RAID adapter is powered on, the user
can set the “Auto Activate Incomplete Raid” option to enable.
The RAID state will change to “"Degraded Mode” while it pow-
ers on.

Disk Write Cache Mode

User can set the “"Disk Write Cache Mode” to Auto, Enabled, or
Disabled. “"Enabled” increases speed, “Disabled” increases
reliability.

Hot Plugged Disk For Rebuilding
It defines if the RAID array volume should start rebuilding or
not when detects a disk is inserted/re-inserted during online.

The options are: "Blank Disk Only”, “"Always”, and “Dis-
able”. The default is “"Blank Disk Only”.

Blank Disk Only - it will trigger the rebuilding if and only if
the inserted disk has not been in the RAID array before, which
has no RAID signature on it. So when a previously removed
disk is self re-inserted, it won't trigger the degraded RAID ar-
ray to rebuild, and so that the administrator has a chance to
identify this mis-behaving disk and replaces it.
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Always - it is what it was before. Whenever a disk is insert-
ed/re-inserted whether new or previously existed, it always
trigger a rebuilding for the Degraded RAID set/Volume.
Disable - it will not trigger rebuilding regardless what sort of
disk plugging in.

When “Disable” and/or “Blank Disk Only” is selected, the re-
inserted/previously removed disk will be identified as a disk in
a separate RAID set with duplicated RAID set# and with all
the rest of RAID members missing.

e Disk Capacity Truncation Mode
ARC-1689-32I RAID adapters use drive truncation so that
drives from different vendors are more likely to be usable as
spares for one another. Drive truncation slightly decreases the
usable capacity of a drive that is used in redundant units. The
adapter provides three truncation modes in the system con
figuration: Multiples Of 10G, Multiples Of 1G and
Disabled.

Multiples Of 10G: If you have 120 GB drives from differ-
ent vendors; chances are that the capacity varies slightly. For
example, one drive might be 123.5 GB, and the other 120 GB.
Multiples Of 10G truncates the number under tens. This
makes same capacity for both of these drives so that one
could replace the other.

Multiples Of 1G: If you have 123 GB drives from different
vendors; chances are that the capacity varies slightly. For
example, one drive might be 123.5 GB, and the other 123.4
GB. Multiples Of 1G truncates the fractional part. This makes
the same capacity for both of these drives so that one could
replace the other.

Disabled: It does not truncate the capacity.

e Smart Option For SSD
This option is used to increases the reliability of SSDs/HDDs
by automatically copying data from a drive with potential
to fail to a designated hot spare or newly inserted drive. The
options are: “Failed The Drive”, “Failed The Drive If Hot Spare
Exist”, and “Alert Only”. The default is “Alert Only”.
“Failed The Drive”- adapters kill off the SMART fail drive
immediately.
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“Failed The Drive If Hot Spare Exist” — adapters kill off the
SMART fail disk if hot spare dive is existed.

“Alert Only” - it will trigger alert when there happens a
SMART failed drive.

e Smart Polling Interval HDD
User can define the Smart Pulling Interval to pull the SMART
status of each drive.
The default is “on demand”. User can schedule every certain
period of time interval to pull the SMART status of each drive.
When SMART pulling is executed, drive activity will be tempo-
rally halted until the SMART parameter reading is finished.
That is why you don’t want to set the * Smart Polling Interval”
too frequent. What to use is up to the users to decide based
on their applications and experimental results.

That is why you don’t want to set the interval too frequent.
What to use is up to the users to decide based on their appli-
cations and experiment results.

6.9.2 Advanced Configuration

To set the RAID system function, move the cursor to the main
menu and click on the “"Advanced Configuration” link. The “Ad-
vanced Configuration” menu will show all items, then select the
desired function
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e Timeout Setting
Disk time-out is a registry setting that defines the time that
RAID adapter will wait for a NVMe drive to respond to a com-
mand. You can modify the retry value by entering a new value
in the edit box beside this button and then selecting the but-
ton. Normally you should not need to modify this value. De-
fault value is 8 seconds: You can select between 3~8 second.

e Number of Retries
This setting determines the number of access that will be at
tempted before the current command from the RAID adapter
to the disk drive is aborted. You can modify the retry value by
entering a new value in the edit box beside this button and
then selecting the button. Normally you should not need to
modify this value. There are two selections, either 2 retry or 3
retry.

e PCIE Read Request Size
The maximum read request size (MRRS) in PCle defines the
largest chunk of data that a device can request in a single
read transaction. It's a configurable parameter, typically set
to values like 128B, 256B, 512B, 1024B, 2048B, or 4096B.
The MRRS, along with the Max Payload Size (MPS), helps op
timize data transfer and prevent one device from monopoliz-
ing PCIe bandwidth.

e PCIE Max Payload Size
The PCIle Max Payload Size (MPS) determines the maximum
amount of data that can be transmitted in a single PCle Trans
action Layer Packet (TLP). It's a configuration setting nego-
tiated between the PCle device and the host, and influences
the efficiency of data transfer. Larger MPS values can lead to
increased bandwidth utilization and potentially better perfor-
mance, but also require more hardware resources for process-
ing. It's a configurable parameter, typically set to values like
128B, 256B, 512B, 1024B, 2048B, or 4096B.

e Fail Disk For Timeout
Imaging system products expect to have constant speed for
writing raw data to the storage by constant speed without any
data loss whenever a drive becomes failure in RAID system.
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This function is the option that RAID adapter will kill off the
NVMe for any time out. It can reduce the write cache size to
buffer the raw data.

e CPU Fan Control
You can select “Full Speed” or “"Auto” to control RAID adapter
Fan.

- Full Speed : CPU fan always run at full speed.

- Auto : RAID adapter automatically adjust fan speed based
on the current temperature of RAID adapter.

e Save SED Key In Controller
- Enabled : if key exists, save to setup.
- Disabled : clear SED Key saved in setup.

When configure to disable, the key will not remain in the
flash. So that next time power up again, it will need to input
the key from the CLI or McRAID manager. You can also import
the key file (Import Security Key) or key-in the password (En-
ter SED Key By Password) from the GUI interface.

e PCIE Host Speed
Use the PCIE Host Speed option to PCI Express speed at
which the server allows PCI Express devices to operate. The
option can also used to address issues with problematic PCI
Express devices. Setting this value to Maximum Supported
configures the platform to run at the maximum speed su-
ported by the platform or the PClIe device, whichever is lower.
It's a configurable parameter, typically set to values like Auto,
Gen2, Gen3, Gen4, or Genb.

e PCIE Host ASPM

PCIe Host Active State Power Management (ASPM) is a power
management mechanism implemented at the PCIe link layer.
Its primary purpose is to automatically adjust the PCle link
to a low-power state without requiring direct involvement
from the system software, thereby saving energy. When a
PClIe link is idle or has low traffic, ASPM allows it to enter a
lower power consumption state. t's a configurable parameter,
typically set to values Enabled or Disabled.

. |
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e NVMe SSD ASPM

NVMe SSD Active State Power Management (ASPM) is a power
management mechanism implemented at the NVMe link layer.
Its primary purpose is to automatically adjust the NVMe link
to a low-power state without requiring direct involvement from
the system software, thereby saving energy. When a NVMe
link is idle or has low traffic, ASPM allows it to enter a lower
power consumption state. t's a configurable parameter, typi-
cally set to values Enabled or Disabled.

CNT#x Speed (NVMe Speed)

Each MCIO [x8] CNT# includes two quads (Quadl and
Quad2). Use the CNT#x Speed option to set slot speed at
which the ARC-1689-32I allows NVMe device to operate. The
option can also used to address issues with problematic NVMe
devices. Setting this value to Maximum Supported configures
the platform to run at the maximum speed supported by the
ARC-1689-32I or the NVMe device, whichever is lower. It's a
configurable parameter, typically set to values like Auto, Genz2,
Gen3, Gen4, or Gen5.

Fail Disk For Reading Error

This option is available to improve the fail disk function if the
disk has too many reading errors. This function is the option
that RAID adapter will kill off the NVMe for reading error ac-
count setting value.

- 3 errors in 70 seconds: this option also includes 4 errors in
100 seconds, 5 errors in 120 seconds

- 6 errors in 2 minutes: this option also includes 8 errors in
180 seconds, 10 errors in 240 seconds

- 9 errors in 3 minutes: this option also includes 12 errors in
270 seconds, 15 errors in 360 seconds

- Reading Error Does Not Fail Disk
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6.9.3 Ethernet Configuration

Use this feature to set the adapter Ethernet port configuration. A
customer doesn’t need to create a reserved space on the arrays
before the Ethernet port and HTTP service are working. The firm-
ware-embedded web browser-based RAID manager can access it
from any standard internet browser or from any host computer
either directly connected or via a LAN or WAN with no software or
patches required.

To configure the RAID adapter Ethernet port, move the cursor bar
to the main menu and click on the “System Controls” link. The
“System Controls” menu will show all items. Move the cursor bar
to the “Ethernet Configuration” item, then select the desired func-
tion.

« Ether Net Configurations
CHCP Furchan Lnasied

I”_canfirm The operation
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e DHCP Function

DHCP (Dynamic Host Configuration Protocol) is a protocol that
lets network administrators manage centrally and automate
the assignment of IP (Internet Protocol) configurations on

a computer network. When using the internet’s set of proto-
cols (TCP/IP), in order for a computer system to communicate
to another computer system, it needs a unique IP address.
Without DHCP, the IP address must be entered manually at
each computer system. DHCP lets a network administrator su-
pervise and distribute IP addresses from a central point.

The purpose of DHCP is to provide the automatic (dynamic)
allocation of IP client configurations for a specific time period

1
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(called a lease period) and to eliminate the work necessary to
administer a large IP network.Select the “Disabled” or “En-
abled” option to enable or disable the DHCP function. If DHCP
is diabled, it will be necessary to manually enter a static IP
address that does not conflict with other devices on the
network.

Local IP Address (Used If DHCP Disabled)

If you intend to set up your client computers manually (no
DHCP), make sure that the assigned IP address is in the same
range as the default router address and that it is unique to
your private network. However, it is highly recommend to use
DHCP if that option is available on your network. An IP ad
dress allocation scheme will reduce the time it takes to set-up
client computers and eliminate the possibilities of administra
tive errors and duplicate addresses. It shows the default ad-
dress setting in the RAID controller. You can then reassign the
static IP address of the controller.

Gateway IP Address (Used If DHCP Disabled)

A gateway IP address is the address of a router on your lo-
cal network that directs traffic to other networks, such as the
internet. It acts as a “default gateway” for your devices, send-
ing their requests to destinations outside your local network

Subnet Mask (Used If DHCP Disabled)

The subnet mask defines the portion of the IP address that
identifies the network, so selecting the correct subnet mask
ensures that your device can communicate with other devices
on the local network and the internet

HTTP Port Number

This option manually configures the "HTTP Port Number” of
the controller. It shows the default address setting in the RAID
controller. Then You can reassign the default "HTTP Port Num-
ber” of the controller.
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Note:
If you configure the HTTP Port Number to 0, the HTTP
console will be closed.

o Telnet Port Number

This option manually configures the “Telnet Port Number” of
the controller. It shows the default address setting in the
RAID controller. You can then reassign the default “Telnet Port
Number” of the controller.

e SMTP Port Number

This option manually configures the "SMTP Port Number” of
the controller. It shows the default address setting in the
RAID controller. You can then reassign the default "SMTP Port
Number” of the controller.

6.9.4 Alert By Mail Configuration

To configure the NVMe RAID adapter e-mail function, move the
cursor bar to the main menu and click on the “System Controls”
link. The “System Controls” menu will show all items. Move the
cursor bar to the “Alert By Mail Configuration” item, then select
the desired function. This function can only be set via web-based
configuration.

The firmware contains a SMTP manager monitoring all system
events. Single or multiple user notifications can be sent via “Plain
English” e-mails with no software required.

The following article describes a best practice methodology for
setting this up in the "SMTP Server Configurations”.

1. SMTP Server Configuration:
SMTP Server IP Address: Enter IP address or domain name of
the SMTP server to configure your mail program correctly.
Ex: 192.168.0.2. or smtp.gmail.com
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2. Mail Address Configurations:
Sender Name: This is the sender name that the e-mail alerts
will appear to be coming from.
Ex: RaidController_1.
Mail address: This is the mail address that the e-mail alerts
will appear to be coming from, but don't type IP to replace
domain name.
Ex: RaidController_1@areca.com.tw.
Account: Enter the valid account if your SMTP mail server
requires authentication.
Password: Enter the valid password if your SMTP mail server
requires authentication.

3. Event Notification Configurations:
This step involves setting up of notification rules. Notification
rules instruct ArcHTTP on the notifications that should be
sent when certain types of alerts are detected.
MailTo Name: Enter the alert receiver name that will be
shown in the outgoing mail.
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Mail Address: Enter the receiver's e-mail address. This is the
address you want the e-mail alerts sent to.

Ex: admin@areca.com.tw.

According to your requirement, set the corresponding event
level:

Disable Event Notification: No event notification will be sent.
Urgent Error Notification: Send only urgent events.

Serious Error Notification: Send urgent and serious events.
Warning Error Notification: Send urgent, serious and warning
events.

Information Notification: Send all events.

Notification For No Event: Notify user if no event occurs
within 24 hours.

6.9.5 SNMP Configuration

The following article describes a best practice methodology for

setting this Up in the "SNMP Traps Configurations”.

AR ek _
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» SHMP Trap Configurations
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« SHMP System Configurations

» SNMP Trap Notitication Contigurations

Condirm The Operation
| .'?unm’ Reot

1. SNMP Trap Configurations

Enter the SNMP trap IP address.

. SNMP System Configurations

Community name acts as a password to screen accesses to
the SNMP agent of a particular network device. Type the
community names of the SNMP agent in this field. Most
network devices use “public” as default of their community
names. This value is case-sensitive.
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3. SNMP Trap Notification Configurations
Event Notification Table refers to Appendix B. Before the
client side SNMP manager application accepts the RAID
storage traps, it is necessary to integrate the MIB into the
management application’s database of events and status
indicator codes. Ensure the compilation process successfully
integrates the contents of the areca_sas.mib file into the traps
database.

The MIBs file can download from https://www.areca.com.tw.
Each RAID adapter needs to have its own MIBs file. Areca
provide 4 adapters MIBs file for users. User can request it if
more adapters install on one syste

6.9.6 NTP Configuration

The Network Time Protocol (NTP) is used to synchronize the time
of a computer client or server to another server or reference time
source, such as a radio or satellite receiver or modem. It pro-
vides accuracies typically within a millisecond on LANs and up to
a few tens of milliseconds on WANSs relative to Coordinated Uni-
versal Time (UTC) via a Global Positioning Service (GPS) receiver,
for example:
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o NTP Sever Address
The most important factor in providing accurate, reliable time
is the selection of NTP servers to be used in the configuration
file. Typical NTP configurations utilize multiple redundant serv-
ers and diverse network paths in order to achieve high accu-
racy and reliability. Our NTP configuration supports two exist-
ing public NTP synchronization subnets.
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e Time Zone
Time Zone conveniently runs in the system tray and allows
you to easily view the date and time in various locations
around the world. You can also quickly and easily add your
own personal locations to customize time zone the way you
want.

e Automatic Daylight Saving
Automatic Daylight Saving will normally attempt to automati-
cally adjust the system clock for daylight saving changes
based on the computer time zone. This tweak allows you to
disable the automatic adjustment.

Note: S

NTP feature works through onboard Lan port. So you must
make sure that you have connected onboard Lan port.

6.9.7 View Events/Mute Beeper

To view the NVMe RAID adapter’s event information, click on the
“View Event/Mute Beeper” link. The NVMe RAID adapter “System
events Information” screen appears. The mute beeper function
automatically enable by clicking on “View Events/Mute Beeper”.
Select this option to view the system events information: Time,
Device, Event Type, Elapse Time and Errors. The RAID adapter
does not have a built-in real time clock. The time information is
the relative time from the system time setting. The maximum
event no. is 256 per adapter.

A AR W
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Device Event Type Elapse Time Errors
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6.9.8 Generate Test Event

Use this feature to generate events for testing purposes.

53 L2
e 2 ol Areca

699 .Clear Events Buffer

Use this feature to clear the entire events buffer information.

A AR vk pa— g
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6.9.10 Modify Password

To set or change the NVMe RAID adapter password, select “Sys-
tem Controls” from the menu and click on the “Modify Password”
link. The “Modify System Password” screen appears.

The manufacture default password is set to 0000.

The password option allows user to set or clear the password
protection feature. Once the password has been set, the user can
monitor and configure the adapter only by providing the correct
password. This feature is used to protect the internal RAID sys-
tem from unauthorized access. The adapter will check the pass-
word only when entering the main menu from the initial screen.
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The system will automatically go back to the initial screen if it
does not receive any command in 5 minutes. Do not use spaces
when you enter the password, If spaces are used, it will lock out
the user. To disable the password, leave the fields blank. Once the
user confirms the operation and clicks the “Submit” button, the
existing password will be cleared. Then, no password checking
will occur when entering the main menu from the starting screen.

6.9.11 Update Firmware

Please refer to the appendix A “Upgrading Flash ROM Update Pro-

cess”.
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6.10 Information

6.10.1 Raid Set Hierarchy

Use this feature to view the RAID storage current RAID set, cur-
rent volume set and physical disk information. The volume state
and capacity are also shown in this screen.

* m

ci e X "“ Afe(a Technology Corporation

|open all|close all|
:  Raidset Hierarchy

- RAID Set Device: Valume Set{Ch/Td/Lun) Volume State Capadity
Eated et ¢ 000 E£} ARL-15H9-VOLE000(0/0/] Normal BO0O.C
« Fclasueea1 1 RATD Adapkes V1.0
Device usage Capacity Link Control Link Status Errors Moded

enatine
arvare Moritar

e Raid Set Information
To view the Raid Set function, move the cursor to the main
menu and click the “Information” link. The “Raid Set Hierarchy
" 'menu will show all items, and then select the “Riad Set”

item.
ik i L4 i Areca Technology Corporation——

|lopen all|close all|

)\ Rald Syatam Con = Raid Set Information
W Raid System Console

#-{-] Quick Function
#-{] RAID Set Functions
{3 Volume Set Functions
#{) Security Functions
{7 Physical Drives
#-{Z] System Controls
B3 Information
] RAID Set Hierarchy
] System Information
[) Hardware Monitor

Raid Set Name

3/3 ISE Disks
Normal

o Device & Slot Signal Integrity Inforamtion
The “Raid Set Hierarchy “ menu will show all items, and then
select the “Device” item. This areca can view the RAID adapt-
er adapter current physical device and slot signal integrity
information. The firmware can monitor and check the current
attached device status. It includes slot control capabilities, slot
link status, transaction error count reports and device infor

L]
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mation. A error count refers to the number of bit errors
detected by the physical layer transceivers within the PCle
switch. These errors can be correctable, where the system can
recover without data loss or intervention, or uncorrectable,
which negatively impact the interface’s function and a high
rate can indicate underlying signal integrity issues that may
impact performance (latency, bandwidth) or system failures.

*a»’(ﬁ* w%&

| RAID Set Hiararchy
| System Information
| Hargware Manitor

e Volume Set Information
The “Raid Set Hierarchy ” menu will show all items, and then
select the “Volume Set” item.
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6.10.2 System Information

To view the NVMe RAID adapter’s system information, move the
mouse cursor to the main menu and click on the “System Infor-
mation” link. The NVMe RAID adapter "RAID Subsystem Informa-
tion” screen appears. Use this feature to view the NVMe RAID
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adapter’s system information. The adapter name, adapter firm-
ware version, Boot ROM version, serial number, main processor,
CPU instruction/data cache size, and PCI-E link status appear in
this screen.

A AR v .
i . 28 L Areca Technology Corporation

F =1

|open all|close all|

% Raid System Consale = Raid Subsystem Information

E1£3 Quick Function Controller Name ARC-1689-8X
~{) Quick Create Firmware Version V1.70 2024-08-05
{3 RAID Set Functions BOOT ROM Version V1.71 2025-03-24
& Vo\umle Set Fu.nctions Serial Number 1100-2116-6633
al :Ecu‘rlt\; gulnctlons Unit Serial #
L i Main Processor 2.0GHz Cortex-A15 RevAQ
] System Controls =
£-£5 Information CPU ICache Size 32KBytes
[} RAID Set Hierarchy CPU DCache Size 32KBytes/Write Back
~{) System Information CPU SCache Size 512KBytes/Write Back
~{) Hardware Monitor PCI-E Link Status 16X%/8G

6.10.3 Hardware Monitor

Provides the PEX89048 switch chip temperature (Main Tempera-
ture and Temperature#0~4), Voltage, and installed NVMe SSD
temperature and of the NVMe RAID adapter on this screen.

e A T
b g b f“lw Are;:f.w T echtzglogy quegration

|open all|close all|
# Raid System Console [CIstop Auto Refresh
E-£3 Quick Function = Controller H/W Monitor
-] Quick Create Main Temperature 43 °C
Sy Temperature#0 439C
& j Security Functions Temphratures 1 2850
{71 Physical Drives (LSRN aE auilisd
{21 System Controls Temperature#3 A
=43 Information Temperature#4 45 oC
) RAID Set Hierarchy 0.8V 0.840 V
~{} System Information 1.25V 1.232V
) Hardware Monitor 1.8V 1.818V
12v 11.951 V
Battery Status Mot Installed
= Enclosure#1 : RAID Adapter V1.0
Slot#1 SSD Temp. 40 °C
Slot#2 SSD Temp. 39 °C
Slot#3 SSD Temp. 33°C
Slot#4 SSD Temp. 32°C
Slot#5 SSD Temp. 33°C
Slot#6 SSD Temp. 34 °C
Slot#7 SSD Temp. 39 eC
Slot#8 SSD Temp. 47 oC
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Appendix A

Upgrading Flash ROM Update Process
A-1 Overview

Since the NVMe RAID adapter features flash ROM firmware, it is

not necessary to change the hardware flash chip in order to up-

grade the RAID firmware. The user can simply re-program the old
firmware through the in-band PCIe bus, McRAID storage manager
or nflash DOS utility. New releases of the firmware are available in
the form of a DOS file on Areca website. The files available at the
website for each model contain the following files in each version:

ARC1689UEFI-321.BIN:— An EFI shell and home brewed small ap-
plication

ARC1689BOOQOT-32I.BIN :— RAID adapter hardware initialization
ARC1689FIRM-32I.BIN :— RAID kernel program

Release_note_version-date. TXT contains the history information of
the software code change in the main directory. This file can down-
load from https://www.areca.com.tw/support/downloads.
html page. Read this file first to make sure you are upgrading to
the proper binary file. Select the right file for the upgrade. Nor-
mally, user upgrades the ARC1689FIRM-32I1.BIN for RAID function.
All these files in the firmware package are a part of the firmware.
You should update all files in the package, no special update order
needed. New firmware works after a system restart not instantant
available, so you can update all files before restart the system.
The adapter firmware is independent of the array, update firmware
does not touch anything you stored in the array.

Note: N

Please update all binary code (UEFI, BOOT, and FIRM) before
you reboot system. Otherwise, a mixed firmware package may
result the adapter hang.

L]
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A-2 Upgrading Firmware Through McRAID Storage Manager

Get the new version firmware for your NVMe RAID adapter. For
example, download the bin file from your OEM’s web site onto the C:
drive.
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1. To upgrade the NVMe RAID adapter firmware, move the
mouse cursor to “Upgrade Firmware” link. The “Upgrade The
Raid System Firmware or Boot Rom” screen appears.

2. Click on "Browse". Look in the location to which the Firmware
upgrade software was downloaded. Select the file name and click
on “Open”.

3. Tick on “Confirm The Operation” and press the “Submit” button.

4. The web browser begins to download the firmware binary to the
adapter and start to update the flash ROM.

5. After the firmware upgrade is complete, a bar indicator will show
“Firmware Has Been Updated Successfully”.

6. After the new firmware package completes downloading, find a
chance to restart the adapter/computer for the new firmware
to take effect.

The web browser-based McRAID storage manager can be accessed
through the in-band PCle bus and out-of-band on-board lan port.
The in-band method uses the ArcHTTP proxy server to launch the
McRAID storage manager.
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A-3 Upgrading Firmware Through nflash DOS Utility

Areca now offers an alternative means communication for the
NVMe RAID adapter — Upgrade the all files (BOOT and FIRM)
without necessary system starting up to running the ArcHTTP
proxy server. The nflash utility program is a DOS application, which
runs in the DOS operating system. Be sure of ensuring properly to
communicate between NVMe RAID adapter and nflash DOS utility.
Please make a bootable DOS USB devices from other Windows
operating system and boot up the system from this bootable
device.

e Starting the nflash Utility
You do not need to short any jumper cap on running nflash
utility. The nflash utility provides an on-line table of contents,
brief descriptions of the help sub-commands. The nflash utility
can download from https:// www.areca.com.tw. You can run
the <nflash> to get more detailed information about the
command usage. Typical output looks as below:

A:\nflash

Raid Controller Flash Utility

V1.61 2022-02-24

Command Usage:

NFLASH FileName

NFLASH FileName /cn --> n=0,1,2,3 write binary to adapter#0
FileName May Be ARC1689FIRM-32I.BIN or ARC1689*

For ARC1686* Will Expand To ARC1689BOOT-32I /FIRM-32I

A:\>nflash arc168~1.bin

Raid Controller Flash Utility

V1.61 2022-02-24

MODEL : ARC-1689-321

MEM FE620000 FE7FF000

File ARC168~1.BIN : >>*** => Flash 0K
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A-4 Upgrading Firmware Through CLI

This Command Line Interface (CLI) provides you to configure and
manage the NVMe RAID adapter components in Windows, Linux,
FreeBSD and more environments. The CLI is useful in environ-
ments where a graphical user interface (GUI) is not available.
Through the CLI, you perform firmware upgrade that you can
perform with the McRAID storage manager GUI. The adapter has
added protocol on the firmware for user to update the adapter
firmware package (UEFI, BOOT and FIRM) through the utility.

To update the adapter firmware, follow the procedure below:

Parameter: <path=<PATH_OF_FIRMWARE_FILE>>
Fn: Firmware Updating.
Ex: Update Firmware And File Path Is In [C:\FW\ARC1689FIRM-32I.

BIN.]
Command: sys updatefw path=c:\fw\arc1689firm-32i.bin [Enter]
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Appendix B

Event Notification Configurations

The adapter classifies disk array events into four levels depending on
their severity. These include level 1: Urgent, level 2: Serious, level 3:
Warning and level 4: Information. The level 4 covers notification
events such as initialization of the adapter and initiation of the rebuild-
ing process; Level 2 covers notification events which once have hap-
pen; Level 3 includes events which require the issuance of warning
messages; Level 1 is the highest level, and covers events that need
immediate attention (and action) from the administrator. The following
lists sample events for each level:

A. Device Event

Failed(SMART)

Event Level Meaning Action
Device Inserted |Warning |NVMe SSD inserted
Device Removed |Warning |NVMe SSD removed
Reading Error Warning |NVMe SSD reading |Keep Watching NVME SSD status,
error may be it caused by noise or NVME
SSD unstable.
Writing Error Warning |NVMe SSD writing Keep Watching NVME SSD status,
error may be it caused by noise or NVMe
SSD unstable.
Time Out Error Warning [NVMe SSD time out |Keep Watching NVMe SSD status,
may be it caused by noise or NVMe
SSD unstable.
Device Failed Urgent NVMe SSD failure Replace NVMe SSD
PCI Parity Error |Serious PCI parity error If only happen once, it may be
caused by noise. If always happen,
please check power supply or
contact to us.
Device Urgent NVMe SSD SMART |Replace NVMe SSD

failure

PassThrough Disk
Created

Inform

Pass Through Disk
created

PassThrough Disk
Modified

Inform

Pass Through Disk
modified

PassThrough Disk
Deleted

Inform

Pass Through Disk
deleted
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B. Volume Event

Event Level Meaning Action
Start Initialize Warning |Volume initialization has started

Start Rebuilding |Warning [Volume rebuilding has started

Start Migrating Warning |Volume migration has started

Start Checking Warning [Volume parity checking has started
Complete Init Warning [Volume initialization completed

Complete Rebuild |Warning [Volume rebuilding completed

Complete Migrate |Warning |Volume migration completed

Complete Check |Warning [Volume parity checking completed

Create Volume Warning [New volume created

Delete Volume Warning |Volume deleted

Modify Volume Warning [Volume modified

Volume Degraded |Urgent Volume degraded Replace HDD
Volume Failed Urgent Volume failure

Failed Volume Urgent Failed volume revived

Revived

Abort Initialization [Warning |Initialization been abort

Abort Rebuilding |Warning |Rebuilding aborted

Abort Migration Warning |Migration aborted

Abort Checking Warning |Parity check aborted

Stop Initialization |Warning [Initialization stopped

Stop Rebuilding Warning [Rebuilding stopped

Stop Migration Warning |Migration stopped

Stop Checking Warning |Parity check stopped

C. RAID Set Event

Event Level Meaning Action
Create RaidSet Warning |New RAID set created

Delete RaidSet Warning |Raidset deleted

Expand RaidSet Warning |Raidset expanded

Rebuild RaidSet Warning |Raidset rebuilding

RaidSet Degraded |Urgent Raidset degraded Replace HDD

159




APPENDIX

D. Hardware Monitor Event

MigrationLBA

migration raidset
member disks missing

before power on.

Event Level Meaning Action

Controller Over |Urgent Abnormally high Check air flow and cooling fan of

Temperature temperature detected |the enclosure, and contact us.
on adapter

Hdd Over Urgent Abnormally high Check air flow and cooling fan of

Temperature temperature detected |theenclosure.
on Hdd

Fan Failed Urgent Cooling Fan # failure |Check cooling fan of the enclosure
or speed below low and replace with a new one if
speed margain required.

Controller Temp. |Serious |Controller temperature

Recovered back tonormal level

Hdd Temp. Serious |NVMe SSD

Recovered temperature back
tonormal level

Raid Powered On [Warning |RAID power on

Test Event Urgent Test event

Power On With Warning |RAID power on with

Battery Backup battery backuped

Incomplete RAID |Serious |Some RAID set Check disk information to find out

Discovered member disks missing |which channel missing.
before power on

HTTP Log In Serious |a HTTP login detected

Telnet Log Serious |a Telnet login detected

InVT100 Log In |Serious |a VT100 login detected

API Log In Serious |a API login detected

Lost Rebuilding/ |Urgent Some rebuilding/ Reinserted the missing member

disk back, adapter will continued
the incompleted rebuilding/

migration.
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Appendix C

Self-Encrypting Disk (SED) Encryption

The “Security Function” on the firmware supports Self-Encrypting Disks
(SED) for protection of data against loss or theft of SEDs. Protection

is achieved by the use of encryption technology on the drives. The
McRAID storage management allows SED keys to be created and man-
aged as well as create/delete RAID sets.

i

Self-Encrypting Disk (SED) Encryption Flow Chart

2
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Create SED RAID Set ——> Create Volume Set —>| SED Key Creation ——— Self-Encrypting Disk (SED)
(1) Automatically Encryption Ready

Exporting SED Key €

(2) Password

6
Store

&

5
Change

Xm Generate New SED Key

7

Disable SED Key

Step 1. Create SED RAID Set
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Create SED RAID Set
Delete SED RAID Set
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Security Key Setup
Import Security Key
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[J Confirm The Operation
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Step 2. Create Volume Set

Create volume set in the web management.

A AR e

[ 12 ikl l, HTEC

Step 3. SED Key Creation

There is one SED key per adapter. You can create the SED key
under McRAID manager. The key can be escrowed in to a file using
McRAID manager. There is one SED key per adapter which stores
in the adapter flash memory. Areca provides both automatically or
password methods to generate a key.
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Step 4. Self-Encrypting Disk (SED) Ready

Now, whenever you write data to the drive (e.g. create a file and
save it to the SED volume), it gets encrypted with the SED key.
And whenever you read data from the drive (e.g. access a file
stored on the SED), it's decrypted with the same SED key.
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Step 5. Generate New SED Key

If you have evidence that the SED key is known to unauthorized

users, you can change the SED key again. Areca provides both au-
tomatically or password methods to generate a New key to replace
the foreign SED key.
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= SED Key Manageament
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Subenit | Reset |

Step 6. Exporting SED Key

In some cases, you may want to export a SED key to store on
removable media or to use on a different computer. If you want to
create a backup copy of the SED key or use it on another comput-
er, you must first export the SED key.
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Exporting the SED key puts it in a file (SEDKEY256.BIN) that you
can then transfer to another computer or put in a safe place.
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The key file (SEDKEY256.BIN) is stored on the specific location.
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data remains inaccessible.

RAID set is removed and placed in another new RAID adapter, the
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Step 7. Clean Saved SED Key

The ‘Disable SED Key” function is used to clear SED key on adapter
and RAID set members.
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X Ay vt

ait = Areca Technology Corporation

lopen all|close all|
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e Save SEDKey In Controller

There is one SED key per adapter which stores in the adapter
flash memory. You can disable the SED Key saved in adapter
flash using “Save SEDKey In Controller” on the Advanced Con-
figurations. So that next time power up again, it will ask for key
again.
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<a> If enable --> disable, clear SED Key saved in setup
<b> If disable --> enable, if key exists, save to setup

If you setup from enable--->disable, the key will not remain in
the flash. So that next time power up again, it will need to input
the key from the CLI or McRAID manager again. The adapter vol-
ume will be in the lock stage. It will be not available to the OS.

After your run the CLI to upload the key, volume will be unlocked
and available to the OS. You can also import the key file (Im-
port Security Key), keyin the password (Enter SED Key By User
Password) from the GUI interface or keyin the password from the
BIOS screen on startup to unlock the volume.

(1) Import Security Key

mhg ‘ . Areca Technology Corporation

|open all|close all|

= Import SCD Key
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Confirm The Operation
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Appendix D

RAID Concept
RAID Set

A RAID set is a group of disks connected to a RAID adapter. A
RAID set contains one or more volume sets. The RAID set itself
does not define the RAID level (0, 1, 1E... etc); the RAID level

is defined within each volume set. Therefore, volume sets are
contained within RAID sets and RAID Level is defined within the
volume set. If physical disks of different capacities are grouped
together in a RAID set, then the capacity of the smallest disk will
become the effective capacity of all the disks in the RAID set.

Volume Set

Each volume set is seen by the host system as a single logical
device (in other words, a single large virtual hard disk). A volume
set will use a specific RAID level, which will require one or more
physical disks (depending on the RAID level used). RAID level
refers to the level of performance and data protection of a volume
set. The capacity of a volume set can consume all or a portion of
the available disk capacity in a RAID set. Multiple volume sets can
exist in a RAID set. For the RAID adapter, a volume set must be
created either on an existing RAID set or on a group of available
individual disks (disks that are about to become part of a RAID
set). If there are pre-existing RAID sets with available capacity
and enough disks for the desired RAID level, then the volume set
can be created in the existing RAID set of the user’s choice.

RAID set 1 (3 Individual Disks)

| Free Space

B B

B ~ | Volume 1 (RAID 5)
| | Volume 0 (1E)
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In the illustration, volume 1 can be assigned a RAID level 5 of
operation while volume 0 might be assigned a RAID level 1E of
operation. Alternatively, the free space can be used to create vol-
ume 2, which could then be set to use RAID level 5.

Ease of Use Features

e Foreground Availability/Background Initialization

RAID 0 volume set can be used immediately after creation
because they do not create parity data. However, RAID 1 or
1E volume sets must be initialized to generate parity informa-
tion. In Background Initialization, the initialization proceeds as
a background task, and the volume set is fully accessible for
system reads and writes. The operating system can instantly
access the newly created arrays without requiring a reboot
and without waiting for initialization to complete. Furthermore,
the volume set is protected against disk failures while initial-
ing. If using Foreground Initialization, the initialization process
must be completed before the volume set is ready for system
accesses.

e Array Roaming

RAID adapters store RAID configuration information on the
disk drives. The adapter therefore protects the configuration
settings in the event of adapter failure. Online array roam-
ing allows the administrators the ability to move a complete
RAID set to another system without losing RAID configuration
information or data on that RAID set. Therefore, if a server
fails, the RAID set disk drives can be moved to another server
with an Areca RAID adapters and the disks can be inserted

in any order.

e Capacity Expansion

Capacity Expansion makes it possible to add one or more
physical drives to a volume set without interrupting server
operation, eliminating the need to backup and restore after
reconfiguration of the RAID set. When disks are added to a
RAID set, unused capacity is added to the end of the RAID set.
. __ |
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Then, data on the existing volume sets (residing on the newly
expanded RAID set) is redistributed evenly across all the
disks. A contiguous block of unused capacity is made available
on the RAID set. The unused capacity can be used to create
additional volume sets.

A disk, to be added to a RAID set, must be in normal mode
(not failed), free (not spare, in a RAID set, or passed through
to host) and must have at least the same capacity as the
smallest disk capacity already in the RAID set.

Capacity expansion is only permitted to proceed if all volumes
on the RAID set are in the normal status. During the expan-
sion process, the volume sets being expanded can be ac-
cessed by the host system. In addition, the volume sets with
RAID level 1 or 1E are protected against data loss in

the event of disk failure(s). In the case of disk failure, the vol-
ume set changes from “migrating” state to “"migrating+de-
graded" state. When the expansion is completed, the volume
set would then transition to “degraded” mode. If a global hot
spare is present, then it further changes to the “rebuilding”
state.

The expansion process is illustrated as following figure.

Before Array Expansion

Free Space = 40GB
Volume 1 =40GB(D:)
Volume 0 =40GB(C:)

Disk 0 Disk 1 Disk 2
40 GB 40 GB 40 GB
Array-A120GB

RAID adapter redistributes the original volume set over the
original and newly added disks, using the same fault-tolerance
configuration. The unused capacity on the expand RAID set
can then be used to create an additional volume set, with a
different fault tolerance setting (if required by the user.)

169



APPENDIX

After Array Expansion (Adding One Disk)

Free Space = 80GB
. | | . Volume 1= 40GB(D:)

B B I Volume 0 = 40GB(C:)

Disk 0 Disk 1 Disk 2 Disk 3
40 GB 40 GB 40 GB 40 GB

Array- A160GB

e Online RAID Level and Stripe Size Migration

For those who wish to later upgrade to any RAID capabilities,

a system with online RAID level/stripe size migration allows a

simplified upgrade to any supported RAID level without having
to reinstall the operating system.

The RAID adapters can migrate both the RAID level and stripe
size of an existing volume set, while the server is on line and
the volume set is in use. Online RAID level/stripe size migra-
tion can prove helpful during performance tuning activities as
well as when additional physical disks are added to the RAID
adapter. For example, in a system using one drive in RAID
level 0, it is possible to add a single drive to migrate to RAID 1
and retain fault tolerance.

Online migration is only permitted to begin, if all volumes to
be migrated are in the normal mode. During the migration
process, the volume sets being migrated are accessed by the
host system. In addition, the volume sets with RAID level

1 or 1E are protected against data loss in the event of disk
failure(s). In the case of disk failure, the volume set transi-
tions from migrating state to (migrating+degraded) state.
When the migration is completed, the volume set transitions to
degraded mode. If a global hot spare is present, then it further
transitions to rebuilding state.

e Online Volume Expansion

Performing a volume expansion on the adapter is the pro-

170



APPENDIX

cess of growing only the size of the latest volume. A more
flexible option is for the array to concatenate an additional
drive into the RAID set and then expand the volumes on the
fly. This happens transparently while the volumes are online,
but, at the end of the process, the operating system will de-
tect free space at after the existing volume.

Windows, NetWare and other advanced operating systems
support volume expansion, which enables you to incorporate
the additional free space within the volume into the operat-
ing system partition. The operating system partition is extend-
ed to incorporate the free space so it can be used by the oper-
ating system without creating a new operating system parti-
tion.

Third-party software vendors have created utilities that can be
used to repartition disks without data loss. Most of these utili-
ties work offline. Partition Magic is one such utility.

High availability

e Global/Local Hot Spares

A hot spare is an unused online available drive, which is ready
for replacing the failure disk. The hot spare is one of the most
important features that RAID adapters provide to deliver a high
degree of fault-tolerance. A hot spare is a spare physical drive
that has been marked as a hot spare and therefore is not a
member of any RAID set. If a disk drive used in a volume set
fails, then the hot spare will automatically take its place and he
data previously located on the failed drive is reconstructed on
the hot spare.

Dedicated hot spare is assigned to serve one specified RAID
set. Global hot spare is assignhed to serve all RAID set on the
RAID adapter. Dedicated hot spare has higher priority than

the global hot spare. For this feature to work properly, the hot
spare must have at least the same capacity as the drive it re-
places. The host spare function only works with RAID level 1 or
1E volume set.
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The “Create Hot Spare” option gives you the ability to define a
global/dedicated hot spare disk drive. To effectively use the hot
spare feature, you must always maintain at least one drive that
is marked as a global hot spare.

Important:

The hot spare must have at least the same capacity as the
drive it replaces.

e Auto Rebuilding

If a hot spare is available, the rebuild starts automatically when
a drive fails. The RAID adapters automatically and transpar-
ently rebuild failed drives in the background at user-definable
rebuild rates.

If a hot spare is not available, the failed disk drive must be re-
placed with a new disk drive so that the data on the failed drive
can be automatically rebuilt and so that fault tolerance can be
maintained.

RAID adapters will automatically restart the system and re-
building process if the system is shut down or powered off
abnormally during a reconstruction procedure condition.

When a disk is swapped, although the system is functionally
operational, the system may no longer be fault tolerant. Fault
tolerance will be lost until the removed drive is replaced and
the rebuild operation is completed.

During the automatic rebuild process, system activity will con-
tinue as normal, however, the system performance and fault
tolerance will be affected.

e Adjustable Rebuild Priority

Rebuilding a degraded volume incurs a load on the RAID sub-
system. The RAID adapters allow the user to select the rebuild
priority to balance volume access and rebuild tasks appropri-
ately. The Background Task Priority is a relative indication of
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how much time the adapter devotes to a background operation,
such as rebuilding or migrating.

RAID adapter allows user to choose the task priority (Ultra Low
(5%), Low (20%), Medium (50%), High (80%)) to balance
volume set access and background tasks appropriately. For
high array performance, specify an Ultra Low value. Like vol-
ume initialization, after a volume rebuilds, it does not require a
system reboot.

High Reliability
e Hard Drive Failure Prediction

In an effort to help users avoid data loss, disk manufacturers
are now incorporating logic into their drives that acts as an
"early warning system" for pending drive problems. This
system is called SMART. The disk integrated adapter works
with multiple sensors to monitor various aspects of the drive's
performance, determines from this information if the drive

is behaving normally or not, and makes available status
information to RAID adapter firmware that probes the drive and
look at it.

The SMART can often predict a problem before failure occurs.
The adapters will recognize a SMART error code and notify the
administer of an impending hard drive failure.

Data Protection

e Off Module Power (OMP) Loss Protection

The RAID adapters are armed with a Off Module Power (OMP)
Loss Protection. An enterprise storages need to ensure data
integrity in the event of power losses and system crashes. The
Power Loss Protection (PLP) is a hardware and firmware so-
lution on the ARC-1689-8N RAID adapter to ensure that the
NVMe SSDs integrity is maintained should a power loss event
occur. While a Uninterruptible Power Supply (UPS) protects
most servers from power fluctuations or failures, a Off Module

1
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Power (OMP) Loss Protection pro-vides an additional level of
protection. In the event of a power failure, a Off Module Power
(OMP) Loss Protection supplies power for the backup of your
data in the NVMe cache, thereby permitting any potentially
dirty data in the cache to be flushed out to NAND flash in the
NVMe when power is restored.

The supercapacitor in the controller are recharged continuously
through a trickle-charging process whenever the system power
is on. When the controller detects loss of power, the superca-
pacitor keeps parts of the RAID adapter active long enough to
allow cache data to be copied to the flash memory available on
the NVMe.

Recovery ROM

RAID adapter firmware is stored on the flash ROM and is ex-
ecuted by the I/O processor. The firmware can also be updated
through the RAID adapters PCle bus port or Ethernet port with-
out the need to replace any hardware chips. During the adapter
firmware upgrade flash process, it is possible for a problem to
occur resulting in corruption of the adapter firmware. With our
Redundant Flash Image feature, the controller will revert back
to the last known version of firmware and continue operating.
This reduces the risk of system failure due to firmware crash.
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Appendix E

Understanding RAID

RAID is an acronym for Redundant Array of Independent Disks. It
is an array of multiple independent hard disk drives that provides
high performance and fault tolerance. The RAID adapter imple-
ments several levels of the Berkeley RAID technology. An appro-
priate RAID level is selected when the volume sets are defined

or created. This decision should be based on the desired disk
capacity, data availability (fault tolerance or redundancy), and
disk performance. The following section discusses the RAID levels
supported by the RAID adapters.

The RAID adapters makes the RAID implementation and the
disks’ physical configuration transparent to the host operating
system. This means that the host operating system drivers and
software utilities are not affected, regardless of the RAID level
selected. Correct installation of the disk array and the adapter
requires a proper understanding of RAID technology and the con-
cepts.

RAID O

RAID 0, also referred to as striping, writes stripes of data across
multiple disk drives instead of just one disk drive. RAID 0 does
not provide any data redundancy, but does offer the best high-
speed data throughput. RAID 0 breaks up data into smaller blocks
and then writes a block to each drive in the array. Disk strip-

ing enhances performance because multiple drives are accessed
simultaneously; the reliability of RAID level 0O is less because the
entire array will fail if any one disk drive fails.
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RAID 0 : Striping |

Physical Disk
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Disk 1 Disk 2 Disk 3 Disk 4

RAID 1 - Simple Mirroring

RAID 1-Simple Mirroring is also known as “two disk mirror”;
data written on one disk drive is simultaneously written to an-
other disk drive. Read performance will be enhanced if the array
adapter can, in parallel, access both members of a mirrored pair.
During writes, there will be a minor performance penalty when
compared to writing to a single disk. If one drive fails, all data
(and software applications) are preserved on the other drive.
RAID 1-Simple Mirroring offers extremely high data reliability,
but at the cost of doubling the required data storage capacity.
HDDs and SSDs have different characteristics. If you combine an
SSD and a HDD in a RAID1-Simple Mirroring hybrid solution, you
can get all the reads from the SSD with SSD speed and at the
same time have the redundancy of RAID1 without the need to
buy a second, expensive SSD.

«+= Logical disk

"_a_":l'\ageme_ﬁtl
|RAID1: Mirroring

Physical Disk

Disk 1 Disk 2
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RAID 1 - Multi Mirroring

RAID 1-Multi Mirroring is also known as “triple disk mirror”; data
written on one disk drive is simultaneously written to another
two disk drives. Read performance will be enhanced if the array
adapter can, in parallel, access all members of multi mirrored
drives. During writes, there will be a minor performance penalty
when compared to writing to a single disk. If one or two drive
fails, all data (and software applications) are preserved on the
healthy drive. RAID 1-Multi Mirroring writes three copies of ev-
erything, but its data storage capacity effective is 33.3%. HDDs
and SSDs have different characteristics. If you combine an SSD
and a HDD in a RAID1-Multi Mirroring hybrid solution, you can
get all the reads from the SSD with SSD speed and at the same
time have the redundancy of RAID1 without the need to buy a
second, expensive SSD.

Imol-nolcnln crsresissssresssansen Logical disk
g
Array
Management
o
| RetD1-Multi Mirroring

§ g | g

D[!k 2 Disk 3
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RAID 10(1E)

RAID 10(1E) is a combination of RAID 0 and RAID 1, combing
stripping with disk mirroring. RAID Level 10 combines the fast
performance of Level 0 with the data redundancy of level 1. In
this configuration, data is distributed across several disk drives,
similar to Level 0, which are then duplicated to another set of
drive for data protection. RAID 10 has been traditionally imple-
mented using an even number of disks, some hybrids can use
an odd number of disks as well. Illustration is an example of a
hybrid RAID 10(1E) array comprised of five disks; A, B, C, D and
E. In this configuration, each strip is mirrored on an adjacent disk
with wrap-around. Areca RAID 10 offers a little more flexibility in
choosing the number of disks that can be used to constitute an
array. The number can be even or odd.

«+= Logical Disk

JBOD

(Just a Bunch Of Disks) A group of hard disks in a RAID box are
not set up as any type of RAID configuration. All drives are avail-
able to the operating system as an individual disk. JBOD does not
provide data redundancy.
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Single Disk (Mirrored Pass-Through Disk)

Pass-through disks are attached to a RAID adapter and operate
as if they were attached to a non-RAID adapter. No RAID
configuration structure is stored on these physical disks. This
feature is primarily targeted for users moving physical disks
containing data from non-RAID adapters to RAID adapters.

The disk is available directly to the operating system as an
individual disk. It is typically used on a system where the
operating system is on a disk not controlled by the RAID adapter
firmware. A mirrored pass-through mode means adapter will be
regarded as the hard disk clone function, a host’s data will write
simultaneously into two or three hard disks in the RAID adapter.
Triple pass-through means “save three copies of the data such
that you can survive two disks failure and still have everything." If
you combine an SSD and HDDs in a mirrored pass-through hybrid
solution, you can get all the reads from the SSD with SSD speed.

Dual Pass-Through Disks Triple Pass-Through Disks

Figure G-1, Dual Pass-Through Disks & Triple Pass-Through Disks
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Summary of RAID Levels

NVMe RAID adapter supports RAID Level 0, 1, 10(1E) and Pass-
Through Disk. The following table provides a summary of RAID levels.

RAID Level Comparsion
RAID Description Disks Data Availability
Level Requirement
(Minimum)
0 Also known as striping. 1 No data
Data distributed across multiple drives Protection
in the array. There is no data protection.
1 Also known as simple mirroring. 2 Up to one disk
All data replicated on 2 separated disks. failure
N is almost always 2. Due to this is a
100 % duplication, so is a high costly
solution.
1 Also known as Multi Mirroring. 3 Up to two disks
All data replicated on 3 separated disks. failure
N is almost always 3. Due to this is a
100 % duplication, so is a high costly
solution.
10(1E) Also known as mirroring and striping. 3 Up to one disk
Data is written to two disks failure in each
simultaneously, and allows an odd sub-volume
number or disk. Read request can be
satisfied by data read from wither one
disk or both disks.
Pass- Pass-Through disk is attached to a RAID 1 No data
Through |adapter and operate as if they were Protection
Disk attached to a non-RAID adapter. No
RAID configuration structure is stored
on these physical disks.
Pass- Dual pass-through disks mean "save 2 Up to one disk
Through |two copies of the data such that you failure
Disk can survive one disk failure and still
have everything."
Pass- Triple pass-through disks mean "save 3 Up to two disks
Through [three copies of the data such that you failure
Disk can survive two disks failure and still
have everything."
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